
A significant divide exists today between traditional enterprise IT  
environments and the public cloud, with different management models, 
consumption models, application architectures, and storage and  
data services.

1. Public cloud is poorly suited
to traditional enterprise
applications

2. Private and public cloud
management are different

3. Private and public cloud APIs
are different

4. Cloud-native applications
expect object storage

5. Use cloud for data protection
and recovery

6. Some applications require
on-premises solutions

7. Existing cloud offerings lack
a unified infrastructure

Top 7 Hybrid Cloud 
Challenges
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READ ON

These differences can limit your ability to move enterprise and 

cloud-native applications where you need them. If you want to create 

an effective hybrid cloud, you’ll need to identify the differences that 

create the biggest challenges to your operations and take steps to 

close those gaps.

https://www.purestorage.com/solutions/cloud/data-storage.html
https://www.purestorage.com/solutions/infrastructure/hybrid-cloud.html
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Public cloud is poorly suited 
to traditional enterprise  
applications
Most enterprises 
have dozens, even 
hundreds, of tradi-
tional enterprise  
applications, and there 
are many reasons to 
move some of these 
applications into the 
public cloud. You 
may just want to get 
less-critical applica-
tions out of your  
data center to free  
resources for the 
more important ones.

However, many IT teams are 

unhappy with the results  

when they just “lift and shift” 

applications into a public 

cloud. Performance is often 

poor. Cloud-native applications 

achieve performance by scaling 

out, but enterprise applications 

more often scale-up—creating 

I/O performance requirements 

that clouds may not deliver.

The public cloud may also lack 

the resiliency that enterprise  

applications expect. Public 

cloud storage can be highly 

durable but may not offer the 

six nines of availability you are 

used to. The result can be poor 

performance, missed SLAs, and 

unhappy users.

For a handful of important 

applications, you may be willing 

and able to undertake the time, 

effort, and expense to re-plat-

form or re-architect them for 

the cloud. But for the majority 

of enterprise applications, that’s 

simply not a viable option.

The solution

Fortunately, a number of block 

and file data services are now 

available to support enterprise 

workloads in the cloud. These 

services layer enterprise  

capabilities on top of existing 

cloud data stores, offering pay-

as-you-go consumption while 

delivering the high availability 

and efficiency your applications 

expect so that applications don’t 

have to be redesigned. They may 

also offer snapshots, cloning, 

and replication to support data 

protection, disaster recovery, and 

other management functions. 

Native cloud data services 

range in performance and 

cost from slow and cheap to 

fast and expensive. Look for 

data services that aggregate 

performance across multiple 

data stores to deliver peak 

performance when and where 

it’s needed while reducing your 

total storage costs when it’s not.

https://www.purestorage.com/solutions/cloud/data-storage.html
https://www.purestorage.com/solutions/cloud/data-storage.html
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Private and public cloud 
management are different
Management interfaces and tools in the public cloud are different than 
the ones you use in your data center, and there can be a significant 
learning curve. Administrators who have to switch back and forth  
between environments are likely to be less efficient. This adds to the 
burden on your IT team and increases the risk of errors.

At a minimum, your existing  

administrators are going to 

need to be trained in both  

paradigms, and you may end  

up needing one team for 

on-premises management and 

another for the cloud, adding 

operating expense (OPEX).

The solution

By choosing enterprise cloud 

data services compatible with 

the storage you use on-premises, 

you can provide consistent 

management interfaces across 

both environments. This unifies 

management tasks and makes it 

possible for the same  

administrators to operate  

effectively in both environments, 

reducing the risk of operator 

error and eliminating the need for 

a separate team for cloud admin.

https://www.purestorage.com/solutions/cloud/data-storage.html
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Private and public cloud 
APIs are different 
Traditional applications that have been written to make API calls to  
your on-premises storage systems won’t run in the cloud where, in  
all likelihood, those APIs aren’t supported. Porting these applications  
to run in the cloud can take considerable time, expense, and  
developer retraining.

The solution

By choosing enterprise cloud 

data services compatible with 

the storage you use on-premises, 

you can ensure that APIs  

are consistent across both  

environments. As a result,

applications written to those 

APIs will be able to run in either 

environment without porting, 

freeing your IT and development 

teams to focus on more  

important problems.

https://www.purestorage.com/solutions/cloud/data-storage.html
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As a result, most cloud-native 

applications are written to use 

object storage. If you want or 

need to run those applications 

in your data center, you have 

two choices:

• Undertake a substantial 

porting effort to enable the 

application to use file or 

block storage

• Provide object storage 

on-premises

The solution

For many enterprises, the 

second option, on-premises 

object storage, is ultimately 

a better choice. Cloud-native 

applications are likely to be a 

bigger and bigger part of your 

company’s digital strategy. With 

cloud-compatible object storage 

in your data center, you’ll be 

able to develop once and  

deploy in any cloud.

In addition to its role providing 

cloud-native application com-

patibility and portability, object  

storage is increasingly being 

used in the enterprise to support 

big data analytics, content  

management, and various  

backup and archival use cases.

The perception of object storage 

is that it’s “cheap and deep”,  

in other words, inexpensive  

but not very fast. However, that 

characterization is no longer  

accurate, you can now find  

object storage with capabilities 

that rival enterprise block and 

file storage including:

• Scale-out capacity and flash 

performance

• Low latency and high 

throughput

• Easy management

• Resiliency

04
Cloud-native applications 
expect object storage
Object storage is widely used in the public cloud. Nearly 70% of the 
scale-out/scale-up storage market is object-based, according to IDC  
estimates. Popularized by Amazon S3, object storage has spawned a 
new category of cloud-native applications, and the next generation  
of software developers has been raised on it.

https://www.purestorage.com/solutions/cloud/data-storage.html
https://www.purestorage.com/products/flashblade.html
https://www.purestorage.com/products/cloud-block-storage.html
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Using the cloud for  
data protection and  
disaster recovery
For many enterprises, the first hybrid cloud use case is often to add cloud 
data protection and DR for enterprise applications and data. However, 
while it sounds like a no-brainer, putting all the pieces together to make 
it possible—let alone efficient and cost effective—can be a challenge. 
Getting heterogeneous legacy storage systems to back up to the cloud 
is probably nobody’s idea of a good time.

The solution

Choosing primary and secondary 

storage that is “cloud capable” 

is the simplest path to cloud 

data protection and DR. Ease of 

cloud integration should be one 

of your selection criteria any 

time you refresh data center 

storage. Look for storage 

solutions that don’t require you 

to integrate a lot of third-party 

software or extra hardware.

Of course, the reality is that 

most data centers continue to 

have at least some degree of 

heterogeneity. An alternative 

solution is to add a cloud- 

capable secondary storage  

system as a backup target, 

backup all the old stuff to that, 

and then replicate the results to 

the cloud for retention and DR.
 

https://www.purestorage.com/solutions/cloud/data-storage.html
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However, putting the video in 

the cloud may break the chain 

of custody; and therefore, render 

the video assets useless in 

court. Therefore, an On-Premises- 

as-a-Service (OPaaS) solution 

would align perfectly. There 

are many industries that have 

regulations that limit their ability 

to leverage the public cloud.

The solution

When selecting a vendor,  

find one that supports an  

OPaaS model. The ability to  

utilize storage-as-a-service 

within your secure data center 

provides nearly all of the public 

cloud benefits, while retaining 

the security necessary.

There are many applications that would benefit 
from the functional and economic benefits  
of the cloud but must physically remain on- 
premises. Many law enforcement agencies 
struggle managing the video from body worn 
cameras. They would benefit greatly from the 
elasticity and managed aspect of cloud-based 
storage-as-a-service. 

06
Some applications require 
on-premises solutions

https://www.purestorage.com/solutions/cloud/data-storage.html
https://www.purestorage.com/solutions/cloud/data-storage.html
https://www.purestorage.com/products/evergreen-storage-service.html
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They would prefer a unified 

infrastructure that provides 

a common user interface, a 

common cloud experience 

and a common subscription/

license—allowing them to align 

application workloads with the 

most appropriate hybrid cloud 

infrastructure.

The solution

Look for vendors that can  

not only support a variety of 

hybrid options but can provide  

a unified/common experience 

and mobility between the  

configurations. This way you 

can’t make a mistake because 

you can tune your hybrid cloud 

by moving your workloads  

as needed.

For more information, 
please visit Pure Storage® at purestorage.com/cloud

07
Public cloud offerings  
lack a unified infrastructure

Pure Storage® offers cloud data services that bridge on-premises and public cloud, and enable true hybrid operations. 

© 2019 Pure Storage, Inc. All rights reserved. Pure Storage, FlashBlade, Elasticity, Pure1 and the P logo are trademarks or  
registered trademarks of Pure Storage, Inc. All other names may be trademarks of their respective owners.

sales@purestorage.com   |   800-379-PURE   |   @purestorage

As with most decisions, the answer is not binary. The correct hybrid infra-
structure is typically a mix of on-premises, collocated/hosted, “connected 
to” the public cloud and “within” the public cloud. To this end, most users 
want to avoid having a mix of technologies and vendors involved. 

https://www.purestorage.com/solutions/cloud/data-storage.html
https://www.purestorage.com/solutions/cloud/data-storage.html
https://www.purestorage.com/solutions/cloud/data-storage.html
mailto:sales%40purestorage.com?subject=
https://www.purestorage.com/solutions/infrastructure/hybrid-cloud.html
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