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Executive Summary

Ensuring high availability and seamless migration is critical for Microsoft SQL Server environments, where any
downtime can lead to significant business disruptions. Organizations require storage solutions that ensure
data consistency, minimize outages, and provide smooth failover during both planned and unplanned events.

Pure Storage® FlashArray™ ActiveCluster™ offers key features designed to meet these needs. This solution
provides active-active replication across multiple sites, synchronous data replication, and automatic
failover. These capabilities ensure continuous availability and nondisruptive database migrations for

SQL Server workloads.

The primary benefits of ActiveCluster include zero recovery time objectives and zero recovery point
objectives, ease of configuration, and the ability to maintain high availability without complex infrastructure.
The simplicity and automation of ActiveCluster help reduce operational overhead for administrators while
ensuring SQL Server databases remain available and performant during failures or migrations.

ActiveCluster delivers a powerful, scalable solution for SQL Server environments that demand high
availability, reliability, and ease of management, providing peace of mind concerning critical
business applications.

How to Use This Document

This document serves as a comprehensive resource designed to offer insights into the effective utilization of FlashArray and
the ActiveCluster feature. It highlights the capabilities of ActiveCluster in providing redundancy and high availability at the
storage layer for SQL Server databases, ultimately minimizing downtime and ensuring uninterrupted operations. Throughout
this document, there is detailed guidance and best practices to help achieve a robust and resilient storage environment for
SQL Server databases.

This document is intended for storage, SQL Server database, and system administrators who plan to implement FlashArray
and ActiveCluster for a range of deployment scenarios including unclustered SQL Server databases and SQL Server Failover
Cluster Instances.

Solution Overview

ActiveCluster provides a powerful solution for SQL Server workloads by enabling synchronous replication across FlashArray
instances, ensuring identical volume identities across arrays. This capability supports use cases such as high availability for
mission-critical databases and seamless nondisruptive storage migration. SQL Server hosts can be zoned to ActiveCluster on
FlashArray or Pure Storage Cloud Dedicated block storage, ensuring uninterrupted access to databases while maximizing data
resilience and operational efficiency.

This paper covers a common SQL Server environment consisting of multiple interconnected components,

which include the following:

e SQL Serverinstances running on Windows Server or a supported Linux platform

e 2 x FlashArrays used for primary storage protected by ActiveCluster

o Pure Storage Cloud Dedicated for primary storage of SQL Server instances in Microsoft Azure or Amazon Web Services
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FIGURE1 High-level overview of the ActiveCluster for SQL Server solution
Note: Pure Storage does not recommend setting up ActiveCluster between Pure Storage Cloud Dedicated and an on-premises FlashArray

environment. Pure Storage cannot guarantee that synchronous data replication between on-premises storage and the cloud will work,
or that such an arrangement can provide acceptable latency between sites.

Solution Benefits

ActiveCluster offers a range of critical benefits tailored to storage and SQL Server administrators. These features help ensure
continuous database availability, simplify management, and reduce operational overhead, making ActiveCluster an ideal
solution for both small and medium-sized businesses and enterprise IT environments.

« Synchronous replication for data integrity: SQL Server data is synchronously replicated with ActiveCluster across two
FlashArray systems, ensuring data is written to non-volatile RAM on both arrays before acknowledging the write to the host.
This helps ensure data consistency and reliability, which are key concerns for database administrators managing mission-
critical workloads.

« Active-active architecture for optimized access: With a symmetric active-active configuration in ActiveCluster, SQL Server
hosts can read and write to volumes on either array, improving data accessibility and enabling seamless operations across
arrays. The ability to manage host-to-array site preferences also provides SQL Server administrators with greater control
over data flow, helping ensure optimal performance.

« Transparent failover for uninterrupted operations: ActiveCluster supports automatic, transparent failover between arrays
without disrupting SQL Server operations. Administrators can specify failover preferences, and the system will autonomously
manage the process, ensuring SQL Server databases remain available even during array or site failures.

« Simplified storage management: SQL Server database administrators benefit from simplified management with the unified
ActiveCluster interface. Provisioning storage, creating snapshots, and managing replication are all streamlined, reducing the
complexity of maintaining a highly available database environment.

+ No additional licensing costs: ActiveCluster requires no additional hardware or software licenses, allowing organizations to
maximize their investments in FlashArray systems.

« Integrated cloud-based failover mediation: The integrated Pure1® Cloud Mediator solution automatically manages failovers
between arrays, preventing split-brain scenarios and eliminating the need for additional on-premises components. This
ensures SQL Server environments maintain high availability without additional infrastructure overhead.

« Support for nondisruptive storage migration: ActiveCluster also supports nondisruptive migration of SQL Server databases
across arrays, ensuring that storage upgrades or site changes can occur without impacting database performance or
availability. This is particularly beneficial for administrators managing dynamic environments with evolving storage needs.

By addressing the core challenges of SQL Server high availability, ActiveCluster helps storage and database
administrators maintain business continuity, reduce downtime, and improve operational efficiency—all without the need
for complex infrastructure.
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Limitations of ActiveCluster

While ActiveCluster offers robust high availability and synchronous replication for SQL Server environments, there are
specific limitations to consider for optimal deployment. These include proximity requirements for latency, architectural design
considerations, and dependencies on additional components to enable automatic failover.

Distance Limitations for Optimal Performance

The ActiveCluster synchronous replication capability is highly effective for SQL Server environments requiring high

availability across storage arrays. However, to ensure optimal performance, it is recommended to maintain latency below five
milliseconds, which is typically achievable between data centers located within metro proximity of one another. Distances
exceeding this threshold might introduce latency that could impact SQL Server application performance, making ActiveCluster
best suited for geographically close data centers.

Design for Two-site Configurations

The ActiveCluster architecture supports active-active replication between two FlashArray systems, facilitating seamless
data accessibility and redundancy across a dual-site setup. However, it is designed for a two-site configuration and does
not support additional arrays within the same synchronous setup. For SQL Server environments requiring multisite disaster
recovery, other solutions such as ActiveDR" or asynchronous replication can be used.

Requirement for a Mediator or Witness for Automatic Failover

To enable automatic failover capabilities, ActiveCluster requires the use of a mediator or witness component, such as the
Pure1 Cloud Mediator. This cloud-based solution, or an on-premises mediator, ensures SQL Server environments maintain high
availability by managing failover autonomously. Without this component, manual intervention is needed in the event of

an array failure, which can impact recovery times in critical scenarios.

Technology Overview

Pure Storage FlashArray ActiveCluster offers a unified storage solution that seamlessly integrates high availability,
data replication, and failover capabilities. Built on the Purity operating environment, ActiveCluster provides SQL Server
administrators with the ability to ensure data consistency and minimize downtime across geographically dispersed arrays.

FIGURE 2 Technology overview of the ActiveCluster for SQL Server solution: Pure1 Cloud Mediator mediating between FlashArray systems to provide high
availability for SQL Server data replicated between two sites

O 5



WHITE PAPER

SQL Server

SQL Server is a widely used relational database management system that has gained popularity among organizations
of all sizes due to its scalability and ease of management. SQL Server provides high availability features that database
administrators can use, such as SQL Server Always On Failover Cluster Instances, and Always On Availability Groups.

SQL Server also provides a number of features that make it an ideal platform for multiple mixed workloads, from online
transaction processing to complex online analytics processing. SQL Server handles structured data with atomicity,
consistency, isolation, and durability compliance that protects data and ensures reliable transaction processing. Data
protection features, such as transparent data encryption and role-based security, help organizations keep their data safe
both at rest and in transit. Within this white paper, SQL Server is the core database platform that supports an organization’s
business applications and services.

SQL Server High Availability Solutions

SQL Server environments rely on high availability solutions to minimize downtime and ensure continuous access to critical
data. Two primary SQL Server configurations for high availability are SQL Server Failover Cluster Instances and Always On
Availability Groups, each providing unique benefits for maintaining SQL Server accessibility.

SQL Server Failover Cluster Instances and ActiveCluster

SQL Server Failover Cluster Instances use the Windows Server Failover Cluster service to provide instance-level redundancy
and automatic failover within a cluster. In a SQL Server Failover Cluster Instance setup, SQL Server instances are configured
with a shared storage model that connects multiple nodes, allowing operations to transfer automatically to a standby node if
the primary node encounters an issue. This model reduces downtime and ensures SQL Server databases remain accessible
during node failures.

ActiveCluster adds a powerful layer of storage-level high availability by addressing the singular fault domain inherent in the
shared storage model used by SQL Server Failover Cluster Instances. By introducing a second FlashArray with synchronous
replication, ActiveCluster enables identical copies of SQL Server database volumes to exist on separate arrays, thus mitigating
the risks associated with a single storage fault domain. Storage-level redundancy and synchronous data replication with
ActiveCluster ensure data consistency and seamless failover across FlashArray instances without data loss or disruption

to SQL Server operations. This approach minimizes both planned and unplanned downtime, providing a robust solution for
mission-critical SQL Server workloads.

Before implementing SQL Server Failover Cluster Instances with Windows Server Failover Cluster, review the following setup
and installation documentation:

o Before Installing Failover Clustering

e Create a New Always On Failover Cluster Instance (Setup)

e SQL Server Failover Cluster Installation

Enhancing High Availability with ActiveCluster

With ActiveCluster, data is synchronously replicated across FlashArray instances, maintaining data consistency across sites
and providing an additional layer of availability for SQL Server. This configuration allows for seamless failover and recovery
in the event of a failure, ensuring business continuity without data loss. By integrating at the storage layer, ActiveCluster not
only enhances redundancy but also simplifies storage management for SQL Server Failover Cluster Instances, making it ideal
for reducing downtime and maintaining high availability in SQL Server environments.
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Always On Availability Groups

Always On Availability Groups provide database-level high availability and disaster recovery by maintaining replicas of user
databases across multiple servers. Unlike SQL Server Failover Cluster Instances, Always On Availability Groups allow SQL
Server instances in an Availability Group to be active on different replicas simultaneously, enhancing read scalability and
ensuring continuous availability. However, only one replica (the primary) can be configured as read/write; additional replicas
remain read-only.

Note: Always On Availability Groups and ActiveCluster serve separate purposes and should be implemented independently. Choose
the appropriate solution based on business requirements: Always On Availability Groups are managed at the database level, while
ActiveCluster operates at the storage level.

SQL Server Always On Failover Cluster Instances

An Always On Failover Cluster Instance follows a shared storage model, where the SQL Server instance is installed on multiple
hosts, but it runs on only one host at a time (in an active-passive configuration). The SQL Server instance is hosted on a
primary active host, while the other hosts in the cluster remain passive. If the primary active host experiences a failure or goes
offline, the Windows Server Failover Cluster service initiates a failover process, promoting one of the passive hosts to the
primary active role. SQL Server then resumes operations on the newly promoted host, ensuring minimal downtime and high
availability. To further enhance high availability, ActiveCluster introduces transparent failover, ensuring automatic, seamless
recovery.

FlashArray

Built on all-flash storage, FlashArray provides storage and database administrators running SQL Server in their environments
a fast, scalable, unified block- and file-storage platform that is ideal for high-performance databases.

By providing a unified interface and simple-to-use tools for storage administrators, FlashArray gives those administrators

the ability to quickly and seamlessly replicate, move, and manage data. FlashArray also deduplicates and compresses all data
before it is written, efficiently reducing the size of data without impacting performance. Storage and database administrators
can further increase storage by using the FlashArray snapshot capabilities to create snapshots of production databases,

and they can use those snapshots in development or testing environments.

The FlashArray family consists of the following:

« FlashArray//C™: low-latency storage for capacity-oriented workloads
« FlashArray//X": high-performance, high-capacity storage that is ideal for performance-oriented workloads
« FlashArray//XL": high-performance storage at scale that helps reduce the number of arrays needed to run large applications

« FlashArray//E™: economical-at-scale storage for workloads that aren’t time-sensitive

ActiveCluster

ActiveCluster is an advanced solution for data replication, offering a fully symmetrical, bidirectional replication capability that
ensures zero recovery point objectives and zero recovery time objectives. It achieves this by replicating data synchronously
and enabling automatic, seamless failover. Its design enables clustered arrays and hosts to operate in a flexible, active-active
configuration within a data center setup, maintaining high availability and reliability across connected sites.
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FIGURE 3 Purel and ActiveCluster architecture: Purel mediates between clustered FlashArray systems to provide high availability for SQL Server

ActiveCluster stands on three pillars: Pure1 Cloud Mediator, paired active-active clustered arrays, and pods
(stretched storage containers).

Transparent
Failover
Mediation

Active-Active
Arrays
Pods ..'—.'.—...

FIGURE 4 ActiveCluster components

< puret

CLOUD MEDIATOR

Purel Cloud Mediator ensures seamless communication, while the paired arrays provide the infrastructure for bidirectional
data access:

+ Pure1 Cloud Mediator: An essential component within the solution, Pure1 Cloud Mediator plays a critical role in
determining which storage array will assume data services in the event of an outage, ensuring the continuity of
operations within the environment.

« Active-active clustered FlashArray systems: This configuration leverages synchronous replication to uphold identical data
copies on each array and present them as a unified and consistent copy to hosts connected to either or both arrays. This
approach ensures data accessibility and consistency across the clustered arrays.

« Stretched pods: ActiveCluster introduces a new management entity known as “pods.” A pod delineates a group of objects
that undergo synchronous replication together and specifies between which arrays this replication occurs. Pods not only
facilitate the grouping of storage objects but also ensure a consistent input/output continuation behavior for the storage
objects contained within them, enhancing data availability and reliability.
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Pure1 Cloud Mediator

A mediator is a critical component for managing and coordinating data replication and failover between two FlashArray systems
in an active-active configuration. ActiveCluster ensures synchronous replication across FlashArray systems. Purel Cloud
Mediator ensures that if communication is lost between arrays, only one array remains active for each pod, preventing conflicts.

If the arrays lose connectivity, both temporarily halt input/output and contact the mediator. The array that reaches the mediator
first continues serving its pods, while the other stops input/output to prevent a “split-brain” scenario. This process occurs
within standard host input/output timeouts, ensuring applications experience only a brief pause before resuming operations,
minimizing disruptions to SQL Server databases.

On-premises Failover Mediator

Failover mediation for ActiveCluster can also be facilitated by deploying an on-premises mediator, which is distributed as an
Open Virtualization Format file and can be set up as a virtual machine. The failover procedures remain consistent with those
previously described, regardless of whether Pure1 Cloud Mediator or an on-premises mediator is employed. More information

can be found in the on-premises mediator documentation.

An on-premises mediator must adhere to certain fundamental requirements:

« Virtual machine deployment: The on-premises mediator can only be deployed as a virtual machine on virtualized hardware;
it is not installable as a standalone application.

« High availability: To ensure high availability, the mediator’s host should implement a reliable failover mechanism, such as
VMware high availability or Microsoft Hyper-V high availability clustering.

« Immutable configuration: The array hosting the mediator must be configured to prevent any rollback of the mediator’s
configuration to prior versions. This includes scenarios like storage snapshot restores or situations where the mediator resides
on mirrored storage.

« Configuration setting: If using an on-premises mediator, the storage arrays must be configured to utilize the on-premises
mediator instead of Pure1 Cloud Mediator.

+ Third-site deployment: The mediator should be deployed in a third site, within a separate failure domain that remains
unaffected by failures in either of the sites where the arrays are installed.

+ Independent network connectivity: Both array sites must have distinct network connections to the mediator. This ensures
that the failure of one network connection does not impede access to the mediator for both arrays, enhancing redundancy
and reliability.

Stretched Pods

An array can accommodate multiple pods, and those pods can exist on a single array or span across two arrays concurrently,
maintaining synchronous replication. When pods are synchronously replicated between two arrays, they are referred to as being
“stretched between arrays.” This innovative feature enhances the flexibility and management capabilities of ActiveCluster.

« Pod consistency groups: Pods can contain various components, including volumes, protection groups, and configuration
details specifying the association between volumes and hosts on FlashArray. Essentially, a pod functions as a consistency
group, guaranteeing that multiple volumes housed within the same pod maintain strict consistency in terms of the order in
which write operations are executed. This ensures data integrity and coherence for the interconnected components within
the pod.

+« Pod namespaces: Pods also introduce the concept of volume namespaces, which means that different volumes can share
the same volume name as long as they are located in different pods. In the scenario depicted in Figure 5, the volumes within
Pod 3 and Pod 4 are distinct from those in Pod 1 and Pod 2, which are stretched active-active pods. This architectural choice
enables the migration of workloads between arrays or the consolidation of workloads from multiple arrays onto a single one,
without encountering conflicts related to volume names. This setup enhances flexibility and simplifies data management in
diverse operational scenarios.
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FIGURE 5 ActiveCluster pods

Transparent Failover

With ActiveCluster, failover is transparent, automatic, and requires no manual intervention from administrators. This ensures
high availability and prevents data mismatches between arrays serving the same volume.

Note: ActiveCluster failover can also be manually managed for failover testing and nondisruptive storage array migration.

To maintain availability across two sites, a component called a witness (also known as a voter) is needed to manage failovers
and prevent data mismatches. ActiveCluster uses Pure1 Cloud Mediator (or an on-premises failover mediator) for this purpose,

making failover and site changes seamless and automatic in the event of issues, without the need for manual actions. In
addition to transparent failover, ActiveCluster offers flexible deployment options for host access to optimize performance.

Flexible Deployment Options for Host Access
In ActiveCluster, hosts can be configured in two ways: uniform host access, where hosts can access both arrays, regardless
of their physical locations, and non-uniform host access, where hosts interact solely with the local storage array.

Uniform Host Access

A standardized storage access model is applicable within environments featuring host-to-array connectivity via either Fibre
Channel or Ethernet (for iSCSI), along with array-to-array Ethernet or Fibre Channel interconnectivity across two separate
sites. In this deployment scenario, each host possesses access to identical volumes through both the local and remote arrays.
This solution is adept at syncing the connection of arrays even when the round-trip time latency between them reaches up to
11 milliseconds, ensuring seamless and consistent data access and management.

|UserDB| |UserDB|

ActiveCluster Pod
— The same volumes
on separate arrays
] I I L
[

| I ]
I I I
Synchronous active-active
B =" 18
« Ll

FIGURE 6 ActiveCluster uniform host access
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Figure 6 provides a representation of the logical pathways connecting hosts and arrays, including the replication link
connecting the two arrays, within the context of a uniform access model. In a uniform storage access model, where all hosts,
regardless of their site locations, can access both arrays, it's important to note that different latency characteristics will be
observed. Specifically, paths from hosts to the local array will exhibit lower latency, while paths from each local host to the
remote array will demonstrate higher latency due to the geographical separation between sites. This diverse latency profile
should be considered when optimizing data access and ensuring efficient data management across the environment.

For instance, if a database called “SQL Server B” writes to stretched volume A through Array A, the process might take longer
compared to writing through Array B. This is because the data-write from SQL Server B has to travel the longer path between
the host and Array A and then cross the replication path between Arrays A and B. It’'s important to be aware of these latency
differences when deciding how to route data for better performance.

SCSI Asymmetric Logical Unit Access

ActiveCluster uses a feature called SCSI Asymmetric Logical Unit Access to encourage hosts to use local paths when
accessing FlashArray volumes. Array administrators can select a preferred array for a host-volume connection, making it the
best choice for local hosts. Remote paths are available but might not be as fast. While both local and remote paths can be
used for reading and writing, hosts prefer the fast local paths and only use the slower remote paths when there are no fast
ones available. This helps data access stay quick and efficient.

For example, consider Array A as local to Host A. Setting the preferred array to Array A is important when there is a big
difference in latency between a host and its local array compared to the remote array. In cases where data center or small
campus setups have similar latencies for host-array communication, utilizing all paths can enhance overall performance.

Non-uniform Host Access

ActiveCluster non-uniform host access is a deployment model where hosts connect to only one of the two FlashArray systems
in an ActiveCluster setup, rather than both. Data remains synchronously replicated between arrays, but each host accesses
just one array at a time. If one FlashArray becomes unavailable, hosts connected to it will need to reconnect or switch to the
secondary array through either manual intervention or automated processes. This model reduces complexity and cabling,
providing high availability and zero recovery point objectives without requiring direct host connections to both arrays, though
it might require additional steps for failover.

Note: Non-uniform ActiveCluster configurations, when combined with SQL Server Always On Failover Cluster Instances, are unsupported
and do not provide a reliable high availability posture. ActiveCluster and Windows Server clustering use different host access technologies
that cannot coordinate with each other, which results in uncoordinated failover mechanisms between storage and application layers.

Replication Performance and Data Flow with ActiveCluster

Understanding the performance requirements and flow of data within ActiveCluster is crucial for optimizing SQL Server
workloads. Synchronous replication with ActiveCluster ensures zero recovery point objectives by mirroring writes across
FlashArray instances, providing robust data consistency and immediate failover capabilities. However, this mirrored write
process can have an impact on SQL Server workload performance, especially in latency-sensitive environments.

Mirrored Writes and SQL Server Workload Impact

In ActiveCluster, each write from the SQL Server host is mirrored to both FlashArray systems, ensuring identical data is
maintained across arrays. This process, known as “mirrored writes,” involves writing data to the primary FlashArray and
immediately replicating it to the secondary array before acknowledging the write back to the host. While this approach
maintains high data consistency, it also means that replication latency can impact SQL Server response times. Monitoring
and managing network latency between arrays is therefore essential, as elevated latency can slow SQL Server transactions
that rely on synchronous acknowledgment from both arrays.
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Requirements for Optimal Replication Performance

To maximize replication performance, keep the latency between the two FlashArray systems as low as possible, ideally below
five milliseconds, and not to exceed 11 milliseconds. This requires a robust network infrastructure and consistent monitoring of
latency and bandwidth to ensure reliable and high-speed data transfer. Ensuring that sufficient bandwidth is available for peak
workloads can prevent potential bottlenecks and performance degradation in ActiveCluster.

Monitoring Replication Health

ActiveCluster offers built-in monitoring tools that help track replication status and performance. Regularly checking metrics
such as replication lag, write latency, and array health is key to identifying potential issues before they affect SQL Server
workloads. The Purel management platform provides a centralized view of these metrics, allowing administrators to proactively
manage the replication environment and maintain optimal performance.

Data Flow of a Write Operation

In an ActiveCluster environment, the flow of a write operation proceeds as follows:

1. The SQL Server application initiates a write to the database, which is processed by the primary FlashArray.
2. The primary array writes the data to its local storage and simultaneously sends the data to the secondary array.

3. Once both arrays confirm the data has been successfully written to non-volatile RAM, the primary array acknowledges the

write operation back to the SQL Server host.

4. The host application receives confirmation of the completed write, maintaining data availability and consistency across arrays.

The Life of an Input/Output Operation
with ActiveCluster

SQL Server application Primary array writes the
initiates write to data to local storage
database (processed —> and sends data to
by primary FlashArray) secondary array

—_— Primary array
SQL Server application acknowledges write

receives confirmation of 4— operation back to
completed write SQL Server host

FIGURE 7 Overview of the life of an input/output operation with ActiveCluster

This data flow ensures that every write is mirrored in real time across both arrays, supporting the ActiveCluster promise
of zero recovery point objectives and enabling fast, seamless failover when necessary.
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Pure Storage Cloud Dedicated

Pure Storage Cloud Dedicated provides seamless data mobility across on-premises and cloud environments with a consistent

experience, regardless of where data lives. It provides enterprise-grade storage features in the cloud, and its industry-
leading data efficiency means you buy less capacity in the cloud without sacrificing agility and flexibility. Pure Storage Cloud
Dedicated is available in the Amazon Web Services Marketplace and the Microsoft Azure Marketplace.

Pure Storage Cloud Dedicated is available in two versions, //V10 and //V20. Each version provides different capacity
and performance capabilities.

/IV10 /IV20
41TB 550TB

FIGURE 8 The //V10 and //V20 Pure Storage Cloud Dedicated versions provide the effective capacity listed with a 4:1 data reduction rate

VMware vSphere Integration with ActiveCluster

VMware vSphere integration with ActiveCluster provides a powerful solution for virtualized SQL Server environments, allowing
seamless storage management, high availability, and scalability across multiple sites. This section covers aspects of that
integration and focuses on the support for VMware vSphere VMFS and VMware vSphere Virtual Volumes, along with best
practices and host/storage considerations.

UserDB UserDB
T I

SQL Server SQL Server SQL Server SQL Server
virtual virtual virtual virtual
machine machine Synchronous Active-Active machine machine
Data layer - Replieation - Data layer
(VMware vSphere VMFS i = (VMware vSphere VMFS
and VMware vSphere and VMware vSphere
Virtual Volumes) Virtual Volumes)
VMware vSphere VMware vSphere

FIGURE 9 Example VMware environment deployed to make use of ActiveCluster


https://www.purestorage.com/products/cloud.html
https://aws.amazon.com/marketplace/pp/prodview-rbnq55ns7vwdc
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/purestoragemarketplaceadmin.pure_cloud_block_store_product_deployment?tab=Overview
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vSphere VMFS and vSphere Virtual Volumes Support

VMware environments support two key storage technologies, both of which integrate seamlessly with ActiveCluster and offer
distinct benefits for managing SQL Server virtual machines:

« vSphere VMFS: This high-performance cluster file system is used by VMware ESXi hosts to store virtual machine files.

It enables multiple ESXi hosts to read/write to the same storage concurrently, making it ideal for shared storage
environments like ActiveCluster.

« vSphere Virtual Volumes: This storage technology offers granular storage control by abstracting physical storage resources
and presenting them as logical storage objects directly aligned with individual virtual machines and their data. Unlike
vSphere VMFS, which operates at a higher level, vSphere Virtual Volumes integrates more deeply with storage systems,
enabling virtual machine—centric operations and direct storage management for each virtual machine.

Integrating VMware environments with ActiveCluster for SQL Server can provide the following benefits:

« High availability: Synchronous replication between arrays with ActiveCluster ensures that SQL Server databases hosted in
virtual machines remain highly available across multiple sites or arrays. Failover is seamless, with minimal disruption to SQL
Server services.

« Simplified management: ActiveCluster enables easy management of vSphere VMFS and vSphere Virtual Volumes
environments, allowing VMware administrators to replicate entire datastores or individual virtual machines across sites.

« Improved performance: ActiveCluster enhances input/output performance by leveraging VMware solutions’ multipathing
and load balancing capabilities, ensuring that SQL Server workloads run efficiently even during peak demand.

+ Business continuity: With ActiveCluster, VMware solution-based SQL Server environments can achieve near-zero recovery
point objectives, ensuring data integrity and continuous availability during failures or site outages.

For detailed steps for configuring ActiveCluster for VMware solutions, see the ActiveCluster with VMware user guide.

Configuring and Managing ActiveCluster

A major benefit of using an ActiveCluster stretched storage solution is simplicity. This section walks you through aspects
of configuring and managing ActiveCluster to harness that simplicity for your SQL Server workloads.

Before setting up ActiveCluster with SQL Server Failover Cluster Instances, it's important to review the FlashArray user guide,
in addition to ActiveCluster, SQL Server, and Windows Server best practices documentation:

¢ Microsoft SQL Server

e Best Practices for Microsoft SQL Server on FlashArray

e Failover Clustering Feature

e ActiveCluster Solution Overview



https://support.purestorage.com/bundle/m_user_guides_for_vmware_solutions/page/Solutions/VMware_Platform_Guide/User_Guides_for_VMware_Solutions/topics/concept/c_activecluster_with_vmware_user_guide.html
https://support.purestorage.com/bundle/m_microsoft_platform_guide/page/Solutions/Microsoft_Platform_Guide/topics/concept/c_microsoft_sql_server.html
https://support.purestorage.com/bundle/m_microsoft_platform_guide/page/Solutions/Microsoft_Platform_Guide/Microsoft_SQL_Server/topics/task/t_table_of_contents_02.html
https://support.purestorage.com/bundle/m_microsoft_platform_guide/page/Solutions/Microsoft_Platform_Guide/topics/concept/c_failover_clustering_feature.html
https://support.purestorage.com/bundle/m_activecluster/page/FlashArray/PurityFA/Replication/ActiveCluster/001_Overview/topics/concept/c_activecluster_solution_overview.html
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Pre-workflow

Before beginning, define the storage to be used for ActiveCluster. Figure 10 showcases the volumes in the FlashArray
graphical user interface.

2 1
PURESTORAGE « [IESCIET T ©
Array Hosts Volumes Pods File Systems Policies
@ > Volumes
Storage
size Vitual  DataReduction  Unique  Snapshots  Total
15865T @ 2335T 39to1 582T 943316 674T
Volumes ~ B o5 vewis | 12012 +
Name size Virtual ~ Unique = Snapshots Reduction
UscrDB
= SaL 500G 6446M 7154K  11959K 43001 }
= SQL-UserDB-Log 250G 6446M  7460K  13299K  430to1 %
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Volume Groups v m QoS Delails 140r4 + %

FIGURE 10 Purel storage console

For Windows systems, in Disk Management, check that your selected volumes are listed as available and healthy.

™" Disk Management - O bt
File Action View Help

e @ HEE D

Volume Layout Type | File System Status | Capacity | Free Sp... | % Free J

= Simple Basic NTFS Healthy (B.. 89.37 GB 4550GB  51%

== (Disk 0 partition 1) Simple Basic Healthy (E.. 100 MB 100 MB 100 %

== (Disk 0 partition 4) Simple Basic Healthy (R.. 524 MB 524 MB 100 %

== Backup01 Simple Basic NTFS Healthy (B.. 262143.98 GB 149337... 57 %

== SQL_Backup Simple Basic NTFS Healthy (B.. 1023.98 GB 1023.88.. 100 %

== SQL_Data Simple Basic NTFS Healthy (B.. 409598 GB 4094.88.. 100 %

== SQL_Log Simple Basic NTFS Healthy (B.. 511.98 GB 511.80GB 100 %

== SQL_UserDB_Data (E:) Simple Basic NTFS Healthy (B.. 499.98 GB 499.89 GB 100 %

== SQL_UserDB_Log (F) Simple Basic NTFS Healthy (B.. 249.98 GB 249.89 GB 100 %

= Disk 4

Basic SQL_UserDB_Data (E:)

499.98 GB 499.98 GB NTFS

Online Healthy (Basic Data Partition)

= Disk5 1
Basic SQL UserDB Log (F:)

249.98 GB 249.98 GB NTFS

Online

Healthy (Basic Data Partition)

B Unallocated B Primary partition

FIGURE 11 Windows disk management
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For the SQL Server UserDB volume, check the database health and verify that the data file locations are as expected.

W Database Properties - UserDB = O X

Selectapage IT Script ¥ @ Help

# General

£

# Filegroups Database name: UserDB
# Options.

% Change Tracking
# Permissions

# Extended Properties Use full-text indexing
# Mirroring

# Transaction Log Shipping Database files:

# Query Store

Owner: SOLNdbuser

Logical Name Size (MB) Autogrowth / Maxsize Path
UserDB 100248 By 64 MB, Unlimited = E\sQL
UserDB_log : 12736 By 64 MB, Limtedto2.. || FA\SQL

Connection

Server:
SQLEng-Node03

Connection:
SOLN\dbuser

ﬁ View connection properties

Progress
Ready

Add Remove

FIGURE 12 The user database properties shown using SQL Server Management Studio

Creating a Synchronous Connection
To set up ActiveCluster, start by creating a synchronous connection with another FlashArray. It's worth mentioning that you can

use either of the FlashArray systems intended for ActiveCluster to connect to the other—both work equally well for the task.

To start this process, navigate to the Array tab in the Protection view of the graphical user interface, as shown in Figure 13.

PURESTORAGE « [eSeaiten] ‘O

Array Snapshots Policles Protection Groups ActiveDR ActiveCluster

@ > Armay
sn1-x90r2-f12-25 1D f2abf1ct bic0 491d bbeb 4899c3dictcd
Protection
& © @ = ©
Volume Protection Protection Group Directory Policies
Snapshots Groups Snapshots Snapshots
3121 4 157 0o 1
Array Connections + 3
No arrays have been connected.
Offload Targets +
Name Status Protocol  Details

No offload targets have been connected.

FIGURE 13 The Array tab in the Protection view of the FlashArray graphical user interface
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Obtaining a Connection Key from a Target Array

For ActiveCluster to work, a Fibre Channel or TCP/IP connection must exist between the two FlashArray systems involved
in replication. To establish this connection, obtain the connection key from the other FlashArray by using the graphical user
interface.

To retrieve the connection key, click the vertical ellipsis in the right-hand corner of Array Connections, and then select
Get Connection Key.

PURESTORAGE' Protection

Array Snapshots Policies Protection Groups ActiveDR ActiveCluster

@ > Amay
sn1-xl170-f11-29 1D e56cf505-23fa-4317-8f42-fefbb9601570
Protection
. OU =
@ © © ©
Volume Protection Protection Group Policies
Snapshots Groups Snapshot:

35 3 18 1

Array Connections + 3
No arrays have been connected. Connect Array
Get Connection Key

Offload Targets Create Encrypted Connection Key

Name Status Protocol

FIGURE 14 Array Connections context menu

The Connection Key dialog will display. Copy the key, and then return to the source array.

Connection Key

Use the following key to connect to this array.

939aa2fa-a0c9-770d-3bfl-fcf33617a5¢cc m

OK

FIGURE 15 The Connection Key dialog
Connecting the Arrays for Synchronous Replication

On the corresponding FlashArray, utilize the connection key and the management IP address of the target array to establish
a synchronization replication relationship. The provided example uses Ethernet as the replication transport, but it is equally
feasible to employ Fibre Channel if preferred.

To connect the arrays, navigate to the Arrays tab within the Protection view, identify the Array Connections section,
and then click the + to add a new array connection (as shown in Figure 16).

PURESTORAGE Protection

Array  Snapshots  Policies  Protection Groups ~ ActiveDR  ActiveCluster
a Array
sn1-x90r2-12-25 ID f2abfict-b1c0-49fd-b6ab-4899c3dictc4
Protection
& © )

Volume Protection Group Directory

Snapshots Groups Snapshots
3,146 3 0 1
Array Connections + 3

FIGURE 16 The Array Connections section in the Array tab on the target array
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In the Connect Array dialog, enter the Management Address and Connection Key of the target array, and then select
Sync Replication as the Type, adjusting any other parameters as required. Click Connect when complete.

Connect Array

Management Address 10.21.227110

Type Sync Replication =

Connection Key

Replication Transport Ethernet (IP) b
Replication Address Auto discovered unless using NAT
Encrypted

FIGURE 17 The Connect Array dialog
Verify the Connection Between Arrays

To confirm that the arrays are successfully connected, review each array’s status in the Array Connections pane.

2 1
PURESTORAGE Protection °
Array Snapshots Policies Protection Groups ActiveDR ActiveCluster
© > Amay
sn1-x90r2-f12-25 ID f2abflc1-b1c0-49fd-b6eb-4899c3d1cfca
Protection
) o =
(al © © = ©
Volume Protection Protection Group Directory Policies
Snapshots Groups Snapshots Snapshots
3121 4 157 (o} 1
Array Connections 4+ 3
Name Status Type Version Address ion Transport ion Address | Encryption
10.21.227184
. 10.21.227185
®  sn1xi170-f1129  connected  syncreplication 669  10.21.227110 Ethernet (IP) unencrypted

10.21.227188
10.21.227189

FIGURE 18 Check the arrays’ connection statuses in the Array Connections pane

Managing a Pod

ActiveCluster replicates storage objects like volumes, snapshots, and schedules within consistency groups, referred to as
pods. Each array can accommodate multiple pods, with each pod acting as an independent namespace for the objects it
houses. An array administrator has the capability to stretch (replicate) a pod across two arrays, enhancing data redundancy
and availability. An entire pod is synchronously replicated, ensuring everything in it stays consistent. If replication is
interrupted, the first array to contact the mediator takes control of the entire pod.

Note: There are limits for ActiveCluster that differ based on the version of Purity being used. See the "ActiveCluster Synchronous
Replication Limits” document for FlashArray and Pure Storage Cloud Dedicated for these limits.

All volumes that pertain to a single user database need to be in the same pod; it is also recommended to put related volumes
in the same pod. This is useful for volumes with similar needs or when you want them to be consistent. It also makes
administration easier. For volumes with different requirements, use separate pods to keep things organized.

If pre-existing database volumes are present, create the pod on the array to which it is localized.
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The following steps showcase how to create a pod.

1. From the primary site’s Pure Storage user interface, select Storage in the navigation pane, and then select the Pods tab.

Click the + icon in the Pods group to create a new pod.

2 1
PURESTORAGE « [ISIETTS ©
Array Hosts Volumes Pods File Systems Policies
B > Pods
Storage
Size Vitual DataReduction Unique Replication ~ Snapshots ~ Shared  Total Footprint
Pods ~ space  + }
Name a Array Status  Promotion Status  Link Count ~Quota Limit =Mediator ~ Failover Preference
All
No pods found

FIGURE 19 The Pods tab in the Storage view

2. In the Name field in the Create Pod dialog box, enter a name for the pod, and then click Create. The new pod will appear in

the list.
Create Pod
Name UserDB-Pod|
Quota Limit Optional, must be between 1MB to 4PB G -

Cancel

FIGURE 20 The Create Pod dialog
Adding Volumes to a Pod
Before stretching a pod (enabling synchronous replication to another array), it's possible to move existing volumes into it.

The following steps showcase how to add volumes to an existing pod.

1. Select the pod created in Figure 20 from the list of pods.

2 1
PURESTORAGE « RSO Cr L (x}

Array Hosts Volumes Pods File Systems Policies

@ > Pods
Storage

Size  Virlual DalaReduclion Unique  Replicaion  Snapshols ~ Shared  Tolal Foolprint

000 000 10to1 0.00 0.00 0.00 0.00 0.00 0.00

Pods ~ = seece 101+ i
Name & Array Status  Promotion Status  Link Count ~Quota Limit ~Mediator Failover Preference
Al v
& UserDB-Pod snx90r2-112-25 ® online  promoted 0 - purestorage  (auto)

Destroyed and Undo (0) v

FIGURE 21 The Pods list
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2. Inthe pod details view, click the ellipsis in the Volumes pane, and then select Move In to move existing volumes into the pod.

PURESTORAGE « [RSIETT o <}

Array Hosts Volumes Pods File Systems Policies

@ > Pods > @ UserDB-Pod (promoted)

Storage

Size  Virtual DataReduction ~Unique Replication ~ Snapshots  Shared  Total Footprint
000 000  10to1 000 000 000 000 000 000

Arrays +
Name Status Frozen At Mediator Status
Sn1X90r2 11225 ® onlinc online
Pod Replica Links 45
Local Pod Direction | Remote Pod Remote Array Status Recovery Point Lag
No pod replica links found.
Volumes ~ Gos | Detas 4[]
Name & Size  Vitual  Uniq  Create..

Move In...
No volumes found. Move Out

Destroy...

Show Protocol Endpoints
FIGURE 22 The Volumes pane in the Pods console
Moving Existing Volumes into a Pod

1. Existing volumes can be moved into the pod if the pod is not in a stretched state. When a volume is moved into a pod, it
is renamed by adding the pod name followed by two colons as a prefix to its original name. This naming convention helps

maintain clarity and organization within the pod.

Move Volumes In

Avallable Volumes. Selected Volumes.
[ UserdB 12012 None selected
[ SOLUserDB-Data

[ SOLUserDBLog

Coneel m

FIGURE 23 The existing pod with no volumes in the Move Volumes In dialog

2. Select the SQL Server database volumes to add to the existing pod, and then click Move.

Move Volumes In

Available Volumes Selected Volumes.

UserDB 12012 2sclected Clear all
SQLUserDB-Data SQL-UserDB-Data x
SQLUserDB-Log SQL-UserDB-Log x

Remove from Protaction Group
pgroup-auto

Add to protection group.
=1

ancel m

FIGURE 24 The existing pod with volumes selected in it in the Move Volumes In dialog
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Creating a New Volume in a Pod

1. To create a new volume in a pod (whether stretched or unstretched), open the Pods screen, and then click the + symbol in
the Volumes pane to create a new volume.

PURESTORAGE « RS eTT <3

Array Hosts Volumes Pods File Systems Policies

@ > Pods > @f’ UserDB-Pod (promoted)

Storage

size Virtual DataReduction  Unique  Replication ~ Snapshots ~ Shared  Total Footprint

750006 @ 124766 19101 6582G  0.00 139.82K 000 6582G 6582G
Arrays -
Name Status Frozen At Mediator Status
sn1x90r2-112-25 ® online - online
Pod Replica Links ~ +
Local Pod Direction = Remote Pod Remote Array Status Recovery Point Lag

No pod replica links found

Volumes ~ QoS | Details 120f2 + $

Name & Size  Vitual  Unique Snapshots Reduction

500G 109.82 G 55.07 G 488K 20to1

250G 14.94 G 10756 9794 K 14to01

FIGURE 25 View of all pods
Stretching a Pod

Expanding a pod initiates the replication of volumes added to that pod and conducts the initial baseline copy of these volumes
from the source to the target array. Once this baseline process is finished, the pod achieves high availability on both arrays,
ensuring data redundancy and accessibility. To stretch a pod, follow these steps:

1. Navigate to the ActiveCluster tab in the Protection view in the FlashArray graphical user interface.

From the ActiveCluster Pods section, click the + to stretch an existing pod.

PURESTORAGE « (IS tRetIo O

Array Snapshots Policies Protection Groups ActiveDR ActiveCluster

@ > ActiveCluster

ActiveCluster Pods ~ m Space 4+

Name « Array Status Quota Limit Mediator | Failover Preference

Protection

No pods found.

FIGURE 26 ActiveCluster pod
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2. To stretch a pod, enter the Local Pod name and Remote Array name in the Stretch Pod dialog box, and then click Stretch.

Stretch Pod

Local Pod UserDB-Pod :

Remote Array sn1-x1170-f11-29 4 ‘

Cancel Stretch

FIGURE 27 The Stretch Pod dialog with Local Pod name and Remote Array name entered

Note: While both stretched pods and protection groups are used to manage and replicate groups of storage objects, there are key
differences. Protection groups are typically associated with asynchronous replication and are used to manage the recovery of groups of
volumes, ensuring data consistency during disaster recovery scenarios. On the other hand, stretched pods in ActiveCluster are designed
specifically for synchronous replication, ensuring that all objects in the pod remain perfectly in sync across arrays. This ensures that any
failover event maintains data availability and consistency with no data loss, making stretched pods ideal for active-active, high availability
configurations.

Verifying a Pod’s Status

When stretching a pod, a baseline is performed where data is replicated to the target array.

Note: ActiveCluster leverages a baseline that is a full virtual copy of the data on the volumes within the pod. However, this baseline is
data-reduced, ensuring efficiency by matching the target blocks already present with those to be transferred. Only the required block
differences between the source and target are transmitted, which optimizes bandwidth usage and significantly reduces replication time.

Once this baseline is complete, the status of the target array will change from resyncing to online.

1. Using the pod status view, check the status details of the arrays for a pod.

2 1
PURESTORAGE « [IRSECTS (%}
Array  Hosts  Volumes  Pods  File Systems  Policies
@ > Pods > @ UserDB-Pod (promoted)
Storage
size Vitual  DataReduction Unique  Replication ~ Snapshots ~ Shared  Total Footprint
75000G @ 12567G 20tol 6324G 000 13982K 000 63246 63246
Arrays —+
Name Status Frozen At Mediator Status
Sn1x90r2-f12-25 ® online - online
Snixi170-11-29 resyncing (16.28%) - online i)
Pod Replica Links ~ =+ 3
Local Pod Direction | Remote Pod Remote Array Status Recovery Point Lag
No pod replica links found.
Volumes ~ B o5 vews | 1202 + 3
Name a Size  Virtual  Unique Snapshots Reduction
= UserDB-Pod:SQL-UserDB-Data 500G 1074G 52496 M8k 21to1
= UserDB-Pod:SQL-UserDB-Log 250G 494G 1075G  9794K 14t01

FIGURE 28 View of the status of a single pod with the target array resyncing
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2. When the pod shows that both arrays have the online status, they are available and protected by both arrays.

PURESTORAGE < RSO o <3

Array Hosts Volumes Pods File Systems Policies

@ > Pods > @f UserDB-Pod (promoted)

Storage

size Virtual DataReduction ~ Unique  Replication ~ Snapshots ~ Shared  Total Footprint

75000G @ 12567G 20to1 6324G 000 139.82K 0.00 63246 63246
Arrays -
Name Status Frozen At Mediator Status
SN1-x90r2-112-25 ® online - online o
snx170-f11-29 ® online - online o
Pod Replica Links ~ + 3
Local Pod Direction = Remote Pod Remote Array Status Recovery Point Lag

No pod replica links found

Volumes ~ E=3 oos  petais | 12012 + §

Name a Size  Virtual  Unique Snapshots Reduction

Pod::SQL-UserDB-Data 500 G 1074 G 52496 41.88K 21to1

5QL-UserDB-Log 250G 14.94G 10756 9794 K 14t01

FIGURE 29 View of a single pod with ActiveCluster array status online

Configuring Windows Server Hosts

FlashArray provides support for both iSCSI and Fibre Channel host connections, and these options are fully compatible with
ActiveCluster. To facilitate storage provisioning to a host, an array administrator is required to create a corresponding host
object. Additionally, administrators have the flexibility to group hosts with shared storage provisioning needs, such as SQL
Server hosts, into host groups. This management feature streamlines storage management and allocation.

i 2 1
PURESTORAGE « [ESCICT (X3
Array Hosts Volumes Pods File Systems Policies

@ > Hosts > o=SQL-01

Storage

Size Virtual DataReduction ~ Unique  Snapshots  Total
750006 @ 125786 22to1 5766G 180.55K  5766G

Connected Volumes ~ 120f2 ¢ Host Ports ~

Name « Shared  LUN Port

I ian1991-05.com. 1e03.s0ln.Jocal = X
= UserDB-Pod::SQL-UserDB-Data True 1 X
serDB- QL-UserDB-Lo True 2 X Details

CHAP Credentials
Protection Groups ~

Personality
Name &

Preferred Arrays

No protection groups found.

FIGURE 30 View of all SQL Server hosts

Uniform Configuration for Primary Site A

1. Create site A hosts on a FlashArray.

2. Present FlashArray storage volumes to each site A host.

Create a site A host group.

Ll

Associate all site A hosts to the newly created host group.

5. Connect site A FlashArray storage volumes.
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2 1
PURESTORAGE Storage °
Array Hosts Volumes Pods File Systems Policies
@ > Hosts > BEsSite-A H
Storage
sice Virtual Dala Reduclion  Unigue  Snapshols  Tolal
75000G @ 12578G  22tol 5766G 18055K  5766G
Member Hosts ~ 120f2 3
Name & Interface  Size Virtual Unique  Reduction
o= SQL-01 iscsl 750 6 125786 5766G 22101 x:
o= SQL-02 iscsi 750 6 125786 5766G 22101 X
Connected Volumes ~ 1404 Protection Groups ~ H
Name LUN Name &

254 No protection groups found.
254

253

X X X X

253

FIGURE 31 View of SQL Server database volumes on a single site (A)

6. In Windows Server, ensure storage array volumes are connected at each node located at site A.

7. Ensure online FlashArray storage volumes are only at the site A primary node where SQL Server will be active.
8. Ensure that the non-primary node volumes are not online (Figure 32).

#¥ Disk Management - u] X

File Acion View Help
e m B = M5

Volume [Loyout | Type File System _| Status [ capacity [ Free Sp.. | % Free
- Simple Basic NTFS Healthy (B.. 89.37 GB 511568 57%

== (Disk 0 partition 1)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
= (Disk 0 partition 4)  Simple Basic Healthy (R.. 524 MB 524MB 100%
== (Disk 4 partition 2)  Simple Basic Healthy (B.. 249.98 GB 24998 GB 100 %
== (Disk 5 partition 2)  Simple Basic Healthy (B.. 499.98 GB 49998 GB 100 %
= Backup Simple Basic NTFS Healthy (B.. 1023.98 GB 1023.85.. 100 %
== Data Simple Basic NTFS Healthy (B.. 4095.98 GB 4095.87.. 100 %
=log Simple Basic NTES Healthy (B.. 511.98 GB 51189GB 100 %

"© Disk 4 1

Basic
249.98 GB 249.98 GB
offline @ Healthy (Basic Data Partition)

"© Disk 5 |

Basic
499.98 GB 499.98 GB
offline @ Healthy (Basic Data Partition)

B Unallocated Bl Primary partition

FIGURE 32 The Windows Server Disk Management console

Note: Online volumes only at the site A primary active node. On site A, only the primary active node initializes, formats, and assigns drive
letters and labels to the storage volumes listed in the preceding steps.

9. Stretch the site A FlashArray storage to the site B FlashArray storage.

Note: Hosts cannot be connected to the volumes on the secondary array until the stretch is complete and the pod is online at both the
primary and the secondary arrays.

10. Verify that pod status is listed as online and the baseline stretch is completed.
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Uniform Configuration for Primary Site B

1. Create site B hosts on a FlashArray.
Present FlashArray storage volumes to each site B host.
Create the site B host group.

2
3
4. Associate all site B hosts to the newly created host group.
5. Connect the site B FlashArray storage volumes.

6

In Windows Server, ensure the storage array volumes are connected at each node located at site B.

Note: Online volumes only at the site A primary active node. On site A, only the primary active node initializes, formats, and assigns drive
letters and labels to the storage volumes listed in the preceding steps.

Create and Configure Site B Host Group Access for Site A
1. Create a site B host group located on the site A FlashArray.
2. Associate site B hosts to the new host group created at the site A FlashArray.

3. Connect SQL Server cluster FlashArray volumes according to the host group created at the site A FlashArray.

PURESTORAGE Storage

Array Hosts Volumes Pods File Systems Policies

@ > Hosts > EEsite-B
Storage

Size Virlual DalaReduclion ~ Unique  Snapshols  Tolal

75000G @ 12637G  22to1 5584G 000 5581G
Member Hosts ~ 12012 §
Name a Interface | Size Virtual Unique Reduction
o= SQL-0 iscsl 750 G 126376 55846  22to1 X

iscsl 750G 126376 55.84G 22to1 X

Connected Volumes ~ 140f4 Protection Groups ~

Name & LUN Name &

No protection groups found

X X X X

FIGURE 33 View of all SQL Server database volumes at the second site (B)
Preferred Paths

The default behavior is that all paths from a FlashArray to a host will be actively used by the SQL Server primary active node—
even ones from the secondary FlashArray.

FlashArray offers an option to intelligently tell the SQL Server primary active node which FlashArray should optimally service
input/output in the event the SQL Server primary active node can see paths to both FlashArray systems for a given device.
This is a FlashArray host object setting called “Preferred Arrays.”

In a situation where the FlashArray systems are in geographically different data centers, it is important to set the preferred
array for a host on both FlashArray systems. For each host, log in to the FlashArray web interface for the array that is local
to that host. Once logged in, select the Storage console and Hosts tab, and then choose the host to be configured. In the
Details submenu, click the vertical ellipsis, and then select the Add Preferred Arrays option.
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Note: Caution is advised when replication occurs over extended distances; this is generally not ideal. In situations where the sites are far
apart, two performance-impacting issues arise:

Half of the writes (assuming both FlashArray systems offer an equal number of paths for each device) sent from a host in site A will
be sent to the FlashArray in site B. Using preferred arrays mitigates unnecessary latency by ensuring hosts prioritize writing to the local
FlashArray. Without preferred arrays, writes from a host in site A may be sent directly to the remote FlashArray in site B. Since writes must
be acknowledged at both sites, this can cause data to traverse the wide-area network twice—first from the host to the remote FlashArray
and then back to the local FlashArray—introducing significant latency. Preferred arrays ensure writes are sent to the local FlashArray first,
which then forwards them to the remote FlashArray, reducing traversal to a single pass and optimizing performance.

Half of the reads (assuming both FlashArrays offer an equal number of paths for each device) sent from a host in site A will be sent
to the FlashArray in site B. However, under normal circumstances, all reads can be serviced locally by either array without traversing the
wide-area network. This extra, unnecessary read traffic simply uses up network bandwidth.

Best practice: For every host that has access to both FlashArray systems hosting an ActiveCluster volume, set the preferred FlashArray
for the host on both FlashArray systems. Ensure on FlashArray A that it is preferred for host A and ensure on FlashArray B that FlashArray
A'is preferred for host A. Doing this on both FlashArray systems allows a host to automatically know which paths are optimized and which
are not.

PURESTORAGE Storage

Array Hosts Volumes Pods File Systems Policies

@ > Hosts > e=SQLO1

Storage
Size Virtual DataReduction ~ Unique  Snapshots  Total
75000G @ 126376  22to1 5592G 000 55.92G
Connected Volumes ~ 120f2 § Host Ports ~
Name & Shared  LUN Port
171 iqn1991-05.com.microsoft:sqleng-node03.soln.local @ X
= UserDB-Pod::SQL-UserDB-Data True 254 X
= UserDB-Pod::SQl -UserDB- og True 253 X Details E
CHAP Credentials Configure CHAP...
Protection Groups ~ H Set Personality...

Name & Personality Add Preferred Arrays...

Preferred Arrays

No protection groups found.

FIGURE 34 The preferred array menu on the Hosts console in Purel

Add Preferred Arrays

o 1selected Clear all
2 501 X902 1225 5 5n1x9012 112 25 x

[ & sntxi170-111-29

Cancel “

FIGURE 35 The Add Preferred Array dialog
Host Groups

To simplify the provisioning of storage for a cluster, host objects that correspond to the cluster’s nodes can be grouped
together on a host, known as a host group. This approach simplifies the management of storage resources for the entire
cluster, enhancing efficiency and organization.
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The Critical Importance of Proper Multipath I/O (MPIO) Configuration at the Host Level

In an ActiveCluster environment, Multipath 1/0O (MPIO) is essential for ensuring high availability and optimal performance of
SQL Server instances. MPIO allows the host to maintain multiple redundant paths to both arrays, enabling continuous access
to storage even if one or more paths fail.

Why MPIO Matters
MPIO matters for three principal reasons:

1. Redundancy: MPIO provides fault tolerance by ensuring that if one network path fails (due to a network issue, hardware
failure, or site failure), the SQL Server instance can continue accessing the storage volumes using alternate paths. Without
MPIO configured correctly, a single path failure could lead to a complete loss of storage connectivity.

2. Load balancing: Properly configured MPIO can balance input/output traffic across multiple paths, ensuring that
SQL Server efficiently uses available bandwidth. This minimizes latency and optimizes throughput, particularly in

high-demand environments.

3. Seamless failover: During failover scenarios, such as when switching to the secondary array in ActiveCluster, MPIO ensures
that SQL Server can seamlessly transition its input/output operations to the available paths without interruption. Ensuring that

MPIO is correctly configured across both arrays and hosts is critical to maintaining seamless operations.

Key Considerations for MPIO Configuration

The key considerations for MPIO configuration include:

« Driver installation: Ensure that the appropriate MPIO drivers are installed on all SQL Server hosts and that they are
compatible with your storage arrays.

« Path validation: Regularly test and validate all paths to the storage arrays to ensure that each path is functional and that
there are no misconfigurations.

+ Load balancing policies: Implement optimal load balancing policies (such as round robin or least queue depth) based on the
environment to maximize performance.

* Regular monitoring: Continuously monitor the status of MPIO paths to ensure there are no issues, such as path failures or
imbalanced traffic, that could degrade performance.

Note: Getting MPIO configuration right is not only about ensuring optimal performance; it's about ensuring that the SQL Server environ-

ment remains available and resilient even in the face of infrastructure challenges. Proper configuration and testing of MPIO at the host
level are crucial for the success of an ActiveCluster deployment.

ActiveCluster for Nondisruptive Storage Migration Storage Migration
With the ever-increasing demand for availability and business continuit
9 y Yi Stage 1: Stage 2: Stage 3:
organizations often require the flexibility to move their critical SQL Server | Assessment || Environment »| ActiveCluster
. . and Planning Setup Configuration
databases. Reasons for moving databases can range from maintenance
to disaster recovery to capacity to performance management between
] ) Stage 6: Stage 5: .
different arrays where another array could be faster. ActiveCluster can Post-migration Migration |€— Stage4:
. . . o . . Verification Execution Testing
step in as a reliable, real-time storage replication and failover solution
that Slmpllfles the database migration proceSS. Six stages of non-disruptive storage migration using ActiveCluster.

ActiveCluster facilitates seamless and secure migration of SQL Server databases across sites or arrays located on the same
site or across sites. It streamlines the migration process, reduces downtime, and ensures that critical SQL Server databases
remain accessible and responsive during the migration process.

When migrating data using ActiveCluster, a carefully planned phased approach can help ensure a smooth
and efficient transition.
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Nondisruptive Storage Migration Between FlashArrays

Proceed through the following stages to execute a successful storage migration from one array to another.

Stage 1: Assessment and Planning

Start with a thorough assessment of the SQL Server database migration requirements, and then plan the migration process,
including the source and target arrays, data replication, and failover procedures.

Stage 2: Environment Setup

Ensure that the SQL Server database environment, including the source and target sites, meets the hardware and software
requirements for ActiveCluster.

Stage 3: ActiveCluster Configuration

Configure ActiveCluster by connecting the arrays and setting up synchronous replication to have the SQL Server database
replicated to the target array. Refer to the Configuring and Managing ActiveCluster section of this document for detailed

steps on how to configure ActiveCluster.

e Set up ActiveCluster on the source and target arrays.

« Configure the necessary synchronous replication relationship between the sites or arrays to ensure
real-time data replication.

» Configure the SQL Server host to have uniform access to both arrays. Be sure to configure MPIO.

Stage 4: Testing

Perform comprehensive testing to validate the migration process and the failover mechanisms by disabling the paths
to the source array and validating data availability from the target array.

Test data accessibility and the responsiveness of the array at the target site.

Stage 5: Migration Execution
When ready to migrate, initiate the failover from the source to the target site or array. The failover process is as simple

as removing the paths of the source array from the SQL Server hosts. This ensures minimal downtime.

e Un-stretch the pod.
« Remove SQL Server hosts from Array A paths.
¢ Remove synchronous replication between the arrays.

e« The SQL Server hosts can now access the database from Array B.

Stage 6: Post-migration Verification

After the migration is complete, verify the integrity of the SQL Server database on the target site to ensure that data remains
consistent and accessible.
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Ensuring Consistency and Availability During Migration

Maintaining data consistency and ensuring continuous availability are critical factors during SQL Server database migrations
using ActiveCluster. The following best practices can help ensure that these goals are achieved; by following these steps,
you can maintain data consistency and availability throughout the migration process, minimizing downtime and preventing
data loss during the transition between storage arrays.

Synchronous Replication to Ensure Consistency

« ActiveCluster synchronous replication ensures that all data changes are immediately written to both the source
and target arrays before being acknowledged. This helps ensure that the data is consistent across both arrays throughout
the migration process.

« It's essential to monitor the replication status closely before, during, and after the migration to confirm that data is in sync.
This can be done by regularly checking the health of the replication link and ensuring no replication lag exists.

Quorum and Host Monitoring
« During the migration, ActiveCluster uses the Purel mediator to maintain quorum and avoid split-brain scenarios. It is vital to
ensure the witness is operational and reachable by both arrays.

« Monitor the connections of SQL Server hosts to the arrays to ensure they maintain a stable and consistent state, especially
if failover is triggered.

Testing Failover and Data Path Validation
« Before executing the migration, thoroughly test the failover process. During testing, simulate failure conditions by disabling
paths to the source array and validating that the SQL Server hosts can seamlessly access the data from the target array.

« Test data consistency by querying the database on both arrays during replication to ensure that no data loss or corruption
occurs. Ensure that the SQL Server high availability features, such as SQL Server Always On Failover Cluster Instances, are
configured correctly to manage failover without data loss.

MPIO for Redundant Access

« Ensure that multipathing is configured for SQL Server hosts. MPIO ensures that SQL Server hosts maintain continuous
access to both arrays in case one path fails. This redundancy ensures that data access remains uninterrupted during
storage migration.

Post-migration Data Validation

« After the migration and failover are complete, thoroughly validate the data on the target array. Run consistency checks on
SQL Server (for example, using DBCC CHECKDB) to confirm that no data corruption occurred during migration. This step is
crucial to ensure that data integrity is maintained.

« Ensure that all SQL Server workloads and applications can connect to the new array and that performance remains within
acceptable parameters.

Additional Considerations

When performing a storage migration for SQL Server using ActiveCluster, there are several additional factors to consider
in order to help ensure a smooth and efficient process. These considerations include the types of disks being used, their
compatibility, and their performance implications.
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Failure Scenarios

This section examines the availability of storage and network resources in different failure scenarios, and it also discusses
troubleshooting common issues.

ActiveCluster Component Failures

Table 1 lists storage failure scenarios that can occur with ActiveCluster, and how data availability to hosts is affected.

Components

Storage Availability SQL Server

Array 1 Array 2 Replication Link Mediator

Up Up Up Up Available on both arrays Up and running on all the hosts,

with access to both arrays

Up Down Up Up Available on the Up and running on all the hosts,
surviving array with access to Array 1 only
Up Up Down Up Available on one array Up and running on all the hosts,

with access to the chosen arrays

Up Up Up Down Available on both arrays Up and running on all the hosts,

with access to both arrays

Up Down Down Up Available on one array Up and running on all the hosts,

with access to Array 1 only

Up Up Down Down* Unavailable Down, as both the replication link

and the mediator are down

Up Down Down Down* Unavailable Down, as both the replication link
and the mediator are down, along

with an array

Down Down Not applicable Up Unavailable Down, as both of the arrays

are down

TABLE 1 ActiveCluster component availability scenarios

* Entries in Table 1labeled with asterisks (*) denote failures of components other than inaccessibility of the mediator. If the mediator becomes inaccessible after an array or the replication link has already experienced a
failure, storage remains accessible on one array.
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Host and Storage Network Failures

Table 2 lists the observable behavior of select storage components in the event of various failure scenarios.

Failure Scenario Behavior

Single or multiple host failure Applications can automatically fail over to other hosts on the same site or to other hosts at
another site connected to the other array. This is driven by the Windows Server Failover Cluster

feature assuming clusters are stretched between sites.

Stretched storage area network fabric Host input/output continues automatically on local paths within the local site:

outage (Fibre Channel or iSCSI) » Encounters some storage path failures to the remote array but maintains input/output on paths
(Failure of storage area network to the local array.

interconnect between sites) « In each site, retains access to local volumes with only a brief pause in input/output.

Storage area network fabric outage Applications can automatically switch to hosts at another site connected to a different array,

at one site driven by the host SQL Server cluster:

« In the site without a storage area network issue, there might be some storage path problems
for paths to the remote array, but operations traffic continues through paths to the local array.
» The volumes on the remote array would be accessible, but latency would increase. The

administrator could fail over the cluster to a node in the unaffected site.

TABLE 2 Storage component failure scenarios

Conclusion

ActiveCluster active-active replication on Pure Storage FlashArray, combined with Windows Server Failover Cluster and
SQL Server Failover Cluster Instances, provides a robust solution for high availability and nondisruptive database migration.
This configuration ensures that SQL Server workloads can operate with minimal disruption, even in the face of storage or
site failures.

The simplicity and flexibility of FlashArray, along with the built-in capabilities of ActiveCluster, allow administrators to easily
configure a highly available storage solution without the complexity of additional hardware or licensing. With automatic
failover, synchronous replication, and seamless integration into SQL Server environments, organizations can maintain data
consistency and continuous operations.

For businesses seeking cost-effective, scalable, and resilient storage solutions, ActiveCluster delivers an ideal blend of

performance and ease of management, ensuring SQL Server environments remain online and efficient under any conditions.

For More Information

e Visit purestorage.com/microsoft.

e Try the functionality in a test drive.
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