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SUMMARY

Backing up SAP HANA on Pure Storage® FlashArray™ is now extremely simple
using the Snap-to-NFS feature. Previously, snapshots taken for an SAP HANA
system were considered as recover points and not actual backups, since these
snapshots resided in FlashArray only. Now, Snap-to-NFS includes a built-in ability
to move snapshots off FlashArray to any NFS storage system. Examples of storage
systems that can be used as NFS targets include the Pure Storage FlashBlade™
product; third-party NFS storage systems and disk-to-disk backup systems; and
generic Linux servers with NFS exports.

This document will attempt to showcase this feature for a very common use case:
backup and recovery of an SAP HANA instance. We will go over the necessary
steps to take a snapshot of an SAP HANA instance for backup purposes and move
that snapshot on to Pure Storage FlashBlade. We'll also show you how to restore
the database via Snap-to- NFS.

AUDIENCE

The target audience for this document includes storage administrators, SAP system administrators, data center admins,
etc., who are interested in deploying and maintaining an SAP environment with SAP HANA as the database layer on
Pure FlashArray. A working knowledge of SAP HANA, server, storage, networks, and data center design is assumed

but is not a prerequisite to read this document.

ENVIRONMENT

In order to test this concept, we set up an environment in our lab with the following entities:

DATABASE SAP HANA 1.0 SPS12/SAP HANA 2.0
OPERATING SYSTEM SUSE LINUX 12 SP 2
STORAGE FLASHARRAY//X, FLASHBLADE
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AL RN A

SAP HANA

Log Volume

F“ 2 FlashBlade
b

FIGURE 1. Test environment

SETTING UP SNAP-TO-NFS ON FLASHARRAY
The Pure Storage Support team has to enable Snap-to-NFS before it can be used. Enabling Snap to NFS is a one-time,

non-disruptive, data-in-place process, and it involves the following steps:

. Ensure that the version of Purity on FlashArray supports Snap-to-NFS
. Enable Purity Run

. Install and configure Snap-to-NFS on FlashArray

After Snap to NFS is enabled by the Pure Support team, customers can start using it by connecting an NFS target to
FlashArray and selecting it as a replication target in Protection Groups. Once it is configured, you will see Offload

Targets enabled under the Storage pane » Array tab in the GUI, as shown below.

PURESTORAGE Storage

Array Host Ve 4 Protect
@ > Array
Storage
194014 70to1 3884G  74047M  96448M 000 40506

sn1-x0r2-d01-17
Host: Host G Volume e S o

5 (o] 16 3 (o]

Connecled Arrays

\

Offload Targets

Namo Status Protocol Dotalls

FIGURE 2. Array tab of the Storage pane
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Then add a new Offload Target, in this case via the remote FlashBlade information and the File system credentials.

Connect NFS Target

Name SAPSNAPTONFS
Address AR XXX
Mount Point SAPNFS
Mount Options

cancel m

FIGURE 3. Add a new Offload Target

Here is the File System information for FlashBlade.

PURESTORAGE Storage

File Systems Object Store

@ > Fil: Systems

Storage

File Systems

Name /&

FIGURE 4. File System information for FlashBlade

Once the offload target is added for Snap-to-NFS, it will appear as shown below:

Offload Targets

Name Status Protocol Detalls

o APSN ) connected nfs Address: [NIIEE Mount Point: /SAPNFS

FIGURE 5. Offload Target added to Snap-to-NFS
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The SAP HANA system has the following volumes. We need to add the data volume to the protection group.

Storage
Array Hosts Volumes Protection Groups Pods
—
@ > Hosls > o= sap-ch5-05-noded
Size DataReduction  Volumes Snapshots  Shared  System  Tota
4T 19to1 34666  268M - - 34676G
Connected Volumes 140f4 :
Name a Shared LUN
= saphanadatavolume False 1 X
Volumes for SAP
= saphanalogvolume False 2 X
HANA System
= saphanasharedvolume False 3 X
= SAFMEDIA1 False 6 X

FIGURE 6. Add data volume to a protection group

Create a protection group and add the SAP HANA data volume to this protection group. Then select Add and choose
Offload Target from the target options. This means the protection group is ready to replicate the data to the NFS target
on the FlashBlade.

Array Hosts Volumes Protection Groups Pods

@ > Protection Groups > (@ PG-SAPSNAPNFS

Snapshots
0.00

Members Hof1 :

Name a

= saphanadatavolume x

Targets +10f1 E]

— —

SAPSNAPTONFS s True

FIGURE 7. Preparing the protection group for replication
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HOW TO USE SNAP-TO-NFS BACKUP ON SAP HANA
SAP HANA best practice dictates using the PREPARE statement prior to taking a backup copy. This step creates a
database internal snapshot based on a system wide savepoint executed during the PREPARE. During this period, no

other backup should run, but log backup can continue as configured.

Step 1. PREPARE Statement
From SAP HANA Studio, perform the following steps:

In the Backup section = Context menu » Manage Storage Snapshot » select Prepare.

T Manage Storage Snapshot for System PSD a X

Manage Storage Snapshot

Prepare, abandon, or confirm a storage snapshot

Status
Currently no snapshot prepared

Start Time

/‘460“?\
®) Prepare

DrenaraAe database for the storage snapshq
possible until you have confirmed or abz

Comment (Optional): | Test SNAP To NFs|

Confirm

fter the storage snapshot has been prepared, no other data backup is
loned the storage snapshot.

Confirm that the storage snapshot has been created and mark the storage snapshot as "successful” in the backup
catalog

External Backup 1D

Abandon

Abandon the snapshot and mark the storage snapshot as "failed" in the backup cataloqg

omment (Optional)

@ Cancel

FIGURE 8. Manage Storage Snapshot pane

Alternatively, this step can also be performed with a SQL statement on the index server (the database user as BACKUP

OPERATOR authorization):

BACKUP DATA CREATE SNAPSHOT BACKUP OPERATOR

In SAP HANA 2.0, however, you need to do the following to put SAP HANA in create snapshot mode:

BACKUP DATA FOR FULL SYSTEM CREATE SNAPSHOT
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9 Systems _‘) - @ v & “SYSTEMDB@PSD - SQL Console 1 = PSD - 0000025 ™ *SQL Console 2 ¥, Backup SYSTEMDB@PSD (SYSTEM) e
< OTCQMD‘S'W sysTemMpB@PsD (sYSTEM) [N
= ackup

m SQL

BACKUP DATA FOR FULL SYSTEM CREATE SNAPSHOT

Security

4 [ SYSTEMDB@PSD (SYSTEM;

Now the database is prepared for the storage snapshot. Verify the backup details, either through the backup catalog
tab in SAP HANA studio (make sure you capture important details, like ID), or by issuing the following SQL statement to
get the backup details using the view M_BACKUP_CATALOG:

select x from M_BACKUP_CATALOG where "ENTRY_TYPE_NAME" ='data snapshot'

Check the data volumes’ mount point and see if there is a file created that matches snapshot_databackup_0_1.

saphananode3: /hana/data/PSD/mnt00001/hdb00001 # 1s
DO_NOT_TOUCH_FILES_IN_THIS_DIRECTORY__ datavolume_0000.dat 1landscape.id@ _snapshot_databackup_0_1
saphananode3:/hana/data/PSD/mnt00001/hdb000O1 # l

After you perform the above operation , be sure to freeze your file system (XFS) using xfs_freeze:

xfs_freeze -f <Data Volume mount point»

And unfreeze it after taking the snapshot:

xfs_freeze —-u <Data volume mount point>

To take a snapshot using the Pure Storage GUI, go to the Storage tab and select a protection group

Click Add on the right and select the + sign to create a new snapshot. This creates a near instantaneous copy

regardless of the size of the volume.
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Array Hosts Volumes Protection Groups nds

@ > Protection Groups > © PG-SAPSNAPNFS §
Snapshots
0,00
Members Hoft < > : Snapshot Schedule z
Name a Enablod: False

Create a snapshot on source every 1 hours.

= saphanadatavolume x Retain all s
then retain

Targets Hoft < > ¢

Replication Schedule z
Name a Alowed

Enabled: False
SA ONES - ' Replicate a snapshot to targets every 4 hours

Retain all snapshots on targets for 1 days

then retain 4 snapshots per day for 7 more days

Protection Group Snapshots 0of0 < >
Name Created v Snapshots

No snapshots found,

Destroyed (0) v

FIGURE 11. Taking a snapshot with the Pure GUI

Make sure you select Replicate Now, as this will replicate the snapshot to the NFS Target, which is FlashBlade.

Create Snapshot
Optional Suffix TestSnap2NFs_1
Apply Retention O

Replicate Now

FIGURE 12. Replicate Now option replicates to NFS target

Storage Q Search a o
Array Hosts Volumes Protection Groups Pods
—
@ > Array > Offload Targets > SAPSNAPTONFS
Protection Groups Hoft ¢ > %
Name a Source
© sn1-x10r2-d0117-PG-SAPSNAPNFS n snt-x10r2-d01-17 7]
Destroyed (0) v
Protection Group Snapshots 43003 ¢ > %
Name » Source Created Started Completed Transferred  Progress
© snx10r2-d0117PG-SAPSNAPNFS testi23 sn1x10r2-d01-17.PG-SAPSNAPNFS  2018-00-17 17:09.07  2018-091717.09.06  2018-094717:09:10  80265M wox M &
© snx10r2-d0N17-PG-SAPSNAPNFS Testing-SNAP2NFS Sntxi0r2-d0N17.PG-SAPSNAPNFS  2018-09-211328:38  2018-09-2113:2822  2018-09-2113:28:24 000 0o @ &
@sni-xlOr?dOl-ﬂ:PG-SAPSNAPNFSTegSnnp?NFSB snt-x10r2-d01-17.PG-SAPSNAPNFS  2018-09-2119:39:35  2018-09-211939:19  2018-09-2119:39:20 000 T &
Destroyed (0) v

FIGURE 13. Snapshot replicated to the NFS target
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Step 3: Confirm or Abandon the Snapshot in SAP HANA

After creating the snapshot, SAP HANA has to be made aware that it has been created in order to confirm or abandon
the snapshot. All storage snapshots are recorded in SAP HANA in the backup Catalog, along with a status of successful
or failed. This is very important, as SAP HANA has to clear its internal state once it is confirmed. This action can either be

done in SAP HANA studio or via SQL statements.

USING SAP HANA STUDIO
Go to Manage Storage Snapshot. This time you will see only two options: Confirm or Abandon. Confirm the storage

snapshot by using the External Backup ID generated. This is the same ID that was captured in Step 1.

T Manage Storage Snapshot for System PSD ] X

Manage Storage Snapshot

Prepare, abandon, or confirm a storage snapshot

Status

Prepared Snapshot: 'Test SNAP To NFS'

Start Time: Sep 21, 2018 7:11:35 PM (America/Los_Angeles)
Size: 2.06 GB

Actions
Prepare
Prepare the database for the storage snapshot. After the stor
intil you have confirmed or abandoned the storage snapshot
omment (Optional)

(®) Confirm

W created and mark the storage snapshot as “successful” in the backup catalog.

QO

Abandon the snapshot and mark the storage snapshot as “failed" in the backup catalog.

Comment (Optional): ‘

@ Cancel

FIGURE 14. Manage Storage Snapshot pane

USING SQL STATEMENTS

You can use the following SQL statement to perform the same action as above:

BACKUP DATA CLOSE SNAPSHOT BACKUP_ID <BACKUP_ID> SUCCESSFUL

If you're using SAP HANA 2.0, you need to go to the SQL console for the system database and run the following

statement. This will update the backup catalog with this successful backup id.

BACKUP DATA FOR FULL SYSTEM CLOSE SNAPSHOT BACKUP_ID 1516141675109 SUCCESSFUL ‘use this’
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o Systems r-Q > S = b QL Console 1 ™ PSD - 000002.sq ™ "SQL Console 2 ¥, Backup SYSTEMDB@PSD (SYSTEM) =P

(NS PO0FSD GYSTEM sysTeMDB@PsD (sYSTEM) [

Backup
b Catalog o SQL

Content BACKUP DATA FOR FULL SYSTEM CREATE SNAPSHOT

Provisioning

Security - BACRUP DATA FOR FULL SYSTEM CLOSE 3N SHO

STEMDB@PSD (SYSTEM)

Backup

Catalog

&
2

Content
Provisioning

Security

RECOVERING SAP HANA FROM A SNAPSHOT
After a storage snapshot is created, it can be used to recover the SAP HANA instance. There are multiple options for

recovering an instance using a storage snapshot.

Recover the database to a specific storage snapshot:

. Use a specific storage snapshot for recovery

. All logs will be lost; it is like beginning a new database lifecycle

Start the recovery process in SAP HANA studio: System » Backup and Recovery » Recover System...

v = SNAP2NFS The database is now prepared for a storage snapshot
v @PSD (SYSTEAM. : - Startad: Sep 21, 2018 7:11:35 PM (America/Los_Angeles)
% Backi Configuration and Monitoring > 206 GB
v Catal % Lifecycle Management >
Backup and Recovery > Open Backup Console .
pul : | you can confirm it or abandon
'HA Security > Back Up System...
'sA ™ Open SQL Console Manage Storage Snapshot...
SA  SAP HANA Modeler » IR
‘SA. Add System with Different User...
‘SA % Remove Delete
‘SA
SA Log Off
Refresh F5
SA .
v 2SN Properties Alt+Enter

Column Views

FIGURE 16. Recov from SAP HANA studi

In SAP HANA 2.0, go to the system database of this SAP HANA system and, in the context menu, select Backup and
Recovery » Recover System Database, which is SYSTEMDB@PSD. This will shut down the system.
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4 [B SYSTEMDB@PSD (SYSTEM)! S 0909090990900 EEEN

2, Backup Configuration and M g9 »
b & Catalog &  Lifecycle Management / > |
b - Cont_e_nt : ’ Backup and Recovery ’ Open Backup Console
p (&> Provisioning S R
b @ Security urity Back Up System Database...
@ Open SQL Console Back Up Tenant Database...
9 | SAP HANA Modeler R ge Storage Snapshot
O~ l Recover System Database...
Add System with Different User...
Recover Tenant Database...

¥ Remove Delete
[ Recover System Database ]
Log Off
2] Refresh F5
Properties Alt+Enter

FIGURE 17. Recovery from SAP HANA 2.0 studio

Select the following option: Recover the database to a specific data backup or storage snapshot.

"I Recovery of System PSD = ] X

Specify Recovery Type

Select a recovery type.

(O Recover the database to its most recent state ~
(O Recover the database to the following point in time 2

Date: 2018-09-24 fime: 11:21:07

Select Time Zone: (GMT-07:00) Pacific Daylight Time

System Time Used (GMT): 2018-09-24 18:21:07

@Recover the database to a specific data backup orsmragem\

Advanced >>

@ < Back Finish Cancel

FIGURE 18. Choosing a specific recovery type
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Then select Specify backup without catalog:

"I Recovery of System PSD

Specify Backup Location

Choose whether you want to select a backup from a backup catalog or enter the name and the path of a backup in the next step.

(O Select backup from the backup catalog
Search for the catalog in the file system in addition to the default locations

Specify one or more locat

s for the backup catalog. The backup catalog is stored in the same location as the log backups. If multiple backup catalogs are found, the

most recent backup cat
Locations: P
Jusr/sap/PSD/HDBO00/backup/log Remove All

Remove

Search for the catalog in Backint only

(® Specify backup without catalog _

Backint System Copy
[]Backint System Copy

Source System:

@ < Back Finish Cancel

FIGURE 19. Specify Backup Location pane
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For Destination Type, select Snapshot.

I Recovery of System PSD

Specify the Backup to Recover
Specify the backup to be recovered.

Destination Type: Snapshot v

Locate the Data Backup
Specify the destination of the data backup that t to use to recover the database.

Location: /hana/data/PSD
Backup Prefix:

FIGURE 20. Selecting a destination type

< Back

Finish

Cancel

{ PuRresTORAGE
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Initialize Log Area.

¥ a Recovery of System PSD

Other Settings

“Initialize Log Area
Wmcwer log segments residing in the log area, select this option. After the recovery, the log entries will be deleted from the log area.

Initialize Log Area ‘

Use Delta Backups

Select this option if you want to perform a recovery using delta backups. If you choose to perform a recovery without delta backups, only log backups will be used.
Use Delta Backups (Recommended)

Install New License Key

If you recover the database from a different system, the old license key will no longer be valid

You can:
- Select a new license key to install now
- Install a new license key manually after the database has been recovered

[Jinstall New License Key
Browse

) < Back Finish Cancel

FIGURE 21. Other Settings pane

Before you press Next, make sure the snapshot is recovered from the NFS target.
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RECOVERING AN SAP HANA SNAPSHOT FROM AN NFS TARGET

Even if the snapshot for this protection group is deleted, we can recover the snapshot from the NFS target with

the following steps:

Go to the Storage tab of the Pure Storage GUI. Select the Offload Target.

Storage __
A?ay Hosts Volumes Protection Groups Pods
@ > Array
Size Data Re S s Shared System  Total
144016 69101 29844 M 99412 M 000 40326
sn1-x10r2-d01-17
{fosts Host Groups Volumes Volume Snapshots
5 0 16 3
Protection Group Snapshots Pods
1 0
Connected Arrays
Name Connected Type Version Management Address
No arrays found
Offload Targets ==
Name Status Protocol Details
° SAPSNAPTONFS & connected nfs Address: 10.21131.93  Mount Point: /SAPNFS
FIGURE 22. Storage pane, array tab
Select the download snapshot option shown in the GUI.
Storage Search
Array Hosts Volumes Protection Groups Pods
@ > Array > Offload Targets > SAPSNAPTONFS
Protection Groups
Name a Source
© 3n1x10r2-d0147 NAPNS sn1x10r2-¢0117
Destroyed (0) v
Name v Created Started Completed

@ sn1-x10r2-d01-17:PG-SAPSNAPNFS test123 5n1-x10r2-d01-17:PG-SAPSNAPNFS  2018-09-17 17.09: $1200.1717:09:.06  2018-09-17 17:09:10

© sn1-x10r2-d0H17:PG-SAPSNAPNFS Testing-SNAP2NFS snt-x10r2-d01-17:PG-SAPSNAPNFS  2018-09-2113:28:38  2018-09-2113:28:22

@ sn-x10r2-d0117:PG. SAPSNAPNFS TestSnap2NFS sn1x10r2.d0117.PG-SAPSNAPNFS  2018.09-2119:39:35  2018.09-2119:3919  2018.09.2119:39:20

Destroyed (0) v

FIGURE 23. Download snapshot option

1303

Transferred  Progress

80265M
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This will show the list of existing snapshots for this protection group: Select the snapshot and it will download from
the NFS target.

Get Volume Snapshots

Existing Snapshots Gt maa

] 110f1 < | > None selected

[ sn1-x10r2-d01-17:PG-SAPSNAPNFS TestSnap2N...

/

Suffix | Automatic

Cancel Get

FIGURE 24. List of existing snapshots in the protection group

Click Get to download the snapshot.

Summary
1snapshots are being retrieved. Go to the Volumes page to see the retrieved snapshots.

snl-x10r2-de1-17:saphanadatavolume.restore-of.snl-x10r2-de1-17-PG-SAPSNAPNFS-
TestSnap2NFS-saphanad

Go to Volumes page m

FIGURE 25. Summary of the download

Once the snapshot is downloaded, you can go the Volumes section in the Storage tab of the Pure Storage GUI.

You will see the retrieved snapshot.
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Storage Q_ search 71N x

Array Hosts Protection Groups Pods

@ > Volumes > = saphanadatavd

Size  DataReduction Volumes  Snapshots
T n2to1 291MM 10212 M -

ed System Total
39324M

Connected Hosts t+10of1 < : Protection Groups Hof1 < > H
Name a Name a

o= sap-ch5-05-noded © PG-SAPSNAPNFS x
Connected Host Groups 00f0 ¢ glume Snapshots Transfer 12002 < > 4 3%
Name a LUN Name Created w Snapshots

AT-x10r2.d01.17:saphanadatavolume.restore-of sni-x1

No host groups found &
Qr2-d01:17-PG-SAPSNAPNFS-TestSnap2NFS-saphanad

2018-09-2119:39:35 6812M H

3 sn1x10r2-d0117:saphanadatavolume.restore-of sni-xi . e
0r2.¢0117-PG-SAPSNAPNFS.-Testing- SNAP2NFS saph 2018092122838 400 M e

Details

Source Destroved (0) v

FIGURE 26. Retrieved snapshot displayed

You can restore this volume from the retrieved snapshot. Please unmount it before restoring.

Volume Snapshots Transfer Cegys V ‘
Name Created w | }
Destroy...
5J sn1-x10r2-d01-17:saphanadatavol rest f.sn1-x1 \ B
gr;:jlo:-ﬂfPG-SAPSSr:ZPIa\lrll:aS-:'ez‘tlgnl;nsgl:liss-osrae;zai:dx 2oLl bl E]
> sn1—x10r2-d01-17:saphanadatavgume.restoreof.sn1—x1 S —— —
0r2-d01-17-PG-SAPSNAPNFS-Testing-SNAP2NFS-saph ¢

Destroyed (0) v

FIGURE 27. Restore snapshot option

Restore Volume from Snapshot

Restoring a volume from a snapshot will overwrite the contents of the volume with data from the snapshot.

Are you sure you want to restore volume ‘saphanadatavolume' from snapshot 'sn1-x10r2-d01-
17:saphanadatavolume.restore-of.sn1-x10r2-d01-17-PG-SAPSNAPNFS-TestSnap2NFS-saphanad'?

FIGURE 28. Restore volume from snapshot pane

Once the volume is restored, continue with the recovery process. The SAP HANA system will be recovered from this

storage snapshot.
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‘ Recovery of System PSD

Recovery Execution Summary

i System PSD recovered

3 volumes were recovered

FIGURE 29. Recovery execution summary

Up to this point in SAP 2.0, only the System database has been recovered. Now we need to continue with the tenant

recovery, as shown below:

Size  Backwp Type
234G8  Data Backup
234G8  Dats Backup
234G8  Dats Backup
230G8 Dats Backup
230G8 Data Backup

FIGURE 30. Tenant recovery

Select the tenant that needs to be recovered, which in this case is “PSD”.

Specify tenant database

FIGURE 31. Recovery execution summary

Repeat the same steps we went through for the system database. This completes the recovery for the SAP HANA 2.0

MDC system as well.
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