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Executive Summary

SAP HANA enables organizations to run advanced analytics and high-speed transactions in a single system. This seamless,
low-latency environment is critical for business operations, making any disruption potentially catastrophic. Ensuring data
consistency and minimizing downtime is essential for maintaining business continuity.

Traditional disaster recovery solutions are often complex, costly, and unable to meet strict recovery time objectives and
recovery point objectives. Pure Storage FlashArray” ActiveDR® delivers near-synchronous replication with near-zero recovery
point objectives, even across geographically dispersed data centers. Its continuous storage replication provides business
continuity, seamless failover testing, and non-disruptive failovers and failbacks.

With ActiveDR, SAP HANA administrators and business leaders can confidently implement disaster recovery strategies,
enhance resilience, and protect critical application infrastructure without operational disruption.

Solution Overview

SAP HANA, combined with ActiveDR, provides businesses with a powerful solution for continuous, near-synchronous data
replication. In simple terms, this means that a local database site can replicate its data almost simultaneously to a remote site.
This setup minimizes the risk of data loss and ensures that, in the event of failure, systems can be quickly recovered with
virtually no loss of recent data. The result is enhanced operational continuity and improved customer satisfaction by keeping
critical business processes running smoothly.
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FIGURE 1 High-level overview of the SAP HANA, FlashArray, and ActiveDR solution.

This solution includes the following deployment types and topologies:

e SAP HANA scale-up and scale-out deployment types
« SAP HANA databases running on either bare metal or virtual machines
e FlashArray storage using Fibre Channel or Ethernet connectivity

e Alocal or wide area network between data centers
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Solution Benefits

ActiveDR offers several strategic benefits for businesses using SAP HANA:

+ No additional licensing: ActiveDR is included with FlashArray at no extra cost. Additionally, with ActiveDR, the
secondary SAP HANA instance is on standby, reducing resource costs.

o Reduced complexity: ActiveDR can replicate databases at the storage level with varied deployments, including
scale-up or scale-out configurations, enabling administrators to focus on database management for their unique
business use cases.

» Simple, non-disruptive test failovers: Storage and database administrators can test ActiveDR failovers with SAP
HANA without disrupting operations at the primary site. This is ideal for any SAP HANA configuration, including test
and development workflows, as it doesn’t impact recovery point objectives or recovery time objectives.

o Fastrecovery and failovers: Storage administrators can perform failovers on protected SAP HANA volumes with a
single command. Failovers include protected volumes and any protection group snapshots.

+ Near-zero recovery point objectives: ActiveDR continuously streams writes between the source and target
FlashArray systems, which provides near-zero recovery point objectives for protected databases. This has no
performance impact on the source FlashArray or SAP HANA, even in third-site system replication scenarios.

+ Near-synchronous data replication between sites: ActiveDR provides near-synchronous storage replication
between primary and secondary sites. Data at a secondary site can be quickly attached and used by SAP HANA
in the event of a primary site failure, which can help simplify disaster recovery workflows, especially in scale-up or
scale-out configurations.

» No latency impact: Primary and secondary arrays can replicate at nearly any distance without affecting the
performance of SAP HANA.

Technology Overview

The following sections provide an overview of the technologies that are used in an ActiveDR environment for SAP HANA.

Pure Storage FlashArray

FlashArray is an all-flash storage solution that gives storage and database administrators a fast, scalable, unified block and
file storage platform that is ideal for high-performance SAP HANA databases.

By providing a unified interface and simple-to-use tools, FlashArray gives storage administrators the ability to quickly and
seamlessly replicate, move, and manage data. FlashArray also deduplicates and compresses all data before it is written,
efficiently reducing the size of data without impacting performance. Storage and database administrators can further increase
storage capacity by using the FlashArray snapshot capabilities to create snapshots of production databases. They can then
use those snapshots in development or testing environments.

The following FlashArray product models are certified for SAP HANA:



https://www.sap.com/dmc/exp/2014-09-02-hana-hardware/enEN/#/solutions?filters=v:deCertified;ve:18&sort=Latest%20Certification&sortDesc=true
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« FlashArray//X": Provides high-performance, high-capacity storage that is ideal for performance-oriented workloads

o FlashArray//XL": Provides high-performance storage at scale that helps reduce the number of arrays needed to run

large applications

Capacity-optimized and performant block and file storage

FlashArray overall benefits: . H?ghest performance

o « 99.9999% availability + Highest bandwidth
g e Al-driven, cloud-native management e Highest throughput
g e Non-disruptive upgrades and expansions * Lowest latency
S
] » High performance
o « High bandwidth

¢ High throughput

« Low latency

$/GB

FIGURE 2 The FlashArray product family is certified by SAP HANA.

ActiveDR

ActiveDR provides near-synchronous storage replication between two FlashArray systems within or across disparate data
centers to protect against threats such as hardware failures, ransomware attacks, and user error. ActiveDR enables a near-
zero recovery point objective that improves business resilience for critical application infrastructure compared to traditional

asynchronous replication.

Secondary Site

Primary Site

Continuous Replication’ ..,
' L—

FIGURE 3 Near-synchronous storage replication between two FlashArray systems with ActiveDR.
ActiveDR simplifies disaster recovery by providing continuous data protection and enabling non-disruptive testing of disaster

recovery workflows. Organizations can perform test failovers, live failovers, resynchronization, and failbacks without disrupting
production or halting replication, ensuring operational continuity while validating recovery readiness.

ActiveDR uses near-synchronous replication, making it ideal for latency-sensitive workloads and geographically distributed
environments. Unlike synchronous replication, it doesn't require remote acknowledgment of writes, allowing efficient use of

existing wide area networks without performance trade-offs.
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ActiveDR consists of three components:

« Pods: These are storage-management containers that organize storage objects and configuration settings into
groups that are failed over and failed back as a unit. A pod can contain volumes, volume snapshots, and protection
groups. Additionally, a pod can contain configuration settings such as protection group snapshot schedules, snapshot
retention policies, and quality-of-service volume limits.

» Replicalinks: These provide replication between pods and provide directional and auto-reversing capabilities. Once
a replica link is created, ActiveDR is automatically enabled.

« Connected FlashArray systems: ActiveDR requires a minimum of two FlashArray systems connected over a network
to replicate data between. With no latency requirements, these systems can be within the same data center or as far
apart as on different continents.

Primary Site <
-
-.. Database Volumes
4
=1
Primary Pod
l Continuous Replication
Secondary Site am
—
\——

Database Volumes

f
@

Secondary Pod

FIGURE 4 A typical ActiveDR deployment that includes pods and replica links between FlashArray systems.

Pod-based replication helps simplify storage management across sites by replicating all configuration changes made on a
primary site array to the secondary site array, which helps simplify management and disaster recovery storage failovers.
ActiveDR also supports multi-directional replication for different pods. For example, a database administrator might have a
pod at their primary site that they want to replicate to their secondary site, while the secondary site might contain a pod that
they want to replicate back to their primary site. ActiveDR lets them easily configure the pods to replicate in either direction
between sites.
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FIGURE 5 Pods in either site can be replicated to either site.
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Differences Between ActiveCluster, Asynchronous Replication, and ActiveDR

FlashArray has several storage replication functions that can be used to protect an organization’s data. These include
synchronous replication, which is used by the ActiveCluster solution; asynchronous replication of storage array volume
snapshots; and near-synchronous replication with ActiveDR.

ActiveCluster

ActiveCluster uses synchronous replication to maintain copies of data between two FlashArray systems. When data is written
to a primary site FlashArray, it is simultaneously copied to a secondary site FlashArray. Once the data is written to both
arrays, the write is acknowledged to the host system. This method of replication is recommended when the latency between
arrays is 11ms or less, which means that ActiveCluster should be used between arrays in the same data center, or between
data centers that have very-low-latency wide area network capabilities. For more information about ActiveCluster, see
ActiveCluster Solution Overview.

Asynchronous Replication

Asynchronous replication is a snapshot-based solution that uses space-efficient snapshots to replicate data between
FlashArray storage devices. Asynchronous snapshot replication occurs according to a customer specified schedule, while
ActiveDR is a streaming-based solution that continuously replicates volume data between FlashArray systems at different
sites. When asynchronous replication is enabled on a volume on the primary site FlashArray, a snapshot of the volume is
created on the primary site array and then replicated to the secondary site array. The first snapshot transfer is a baseline,
which is a complete copy of the entire contents of the volume. All subsequent transfers are incremental transfers that
result by comparing existing data on the storage array with the newly created snapshot to determine what data to send to
the secondary site array. For more information about asynchronous replication, see FlashArray Asynchronous Replication

Configuration and Best Practices Guide.

ActiveDR

ActiveDR offers near-synchronous, pod-based replication. ActiveDR is ideal for continuously replicating data between high-
distance or high-latency sites and is best suited for disaster recovery scenarios. Unlike ActiveCluster and asynchronous
snapshot replication, it works best in any latency scenario and does not require continuous copies of data or host confirmation
during replication.

For more information about ActiveDR, visit the Pure Storage support site.

SAP HANA

SAP HANA is a column-oriented in-memory database platform. This in-memory architecture provides high-speed processing
and real-time analytics for users, and it also uses savepoints to periodically flush changed data to persistent storage (disk) to
ensure data durability and prevent data loss in case of failure. It combines online transaction processing and online analytical
processing for running transactional and analytical workloads simultaneously. SAP HANA is certified with FlashArray, making
it capable of processing massive amounts of data with near-zero latency and protecting that data with ActiveDR storage
replication.

SAP HANA can function as a database and development platform, enabling businesses to eliminate redundant data and speed
up workloads. Combined with ActiveDR, it offers a unique platform for testing applications and disaster recovery workflows in
a variety of scaling and non-scaling deployments. Combined with SAP HANA system replication, ActiveDR offers businesses
unique options for improving performance, disaster recovery, and high availability.

o 7
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ActiveDR Disaster Recovery Architecture

A traditional ActiveDR deployment involves the configuration of a replication link between two or more FlashArray systems at
different sites to ensure seamless failover for disaster recovery scenarios. In this architecture, a SAP HANA instance is kept
offline at the target site in standby for failover in the event of a disruption in the SAP HANA instance on the primary site. This
configuration guarantees minimal downtime and fast recovery time objectives and recovery point objectives for the target
system, ensuring business continuity during disruptions.

First Site Second Site

; Continuous Replication | Replicated
Act - - - > & &
SAP HANA — pe | Standby ]
Database = =———— g.:gsﬁsr:A L — A — A —

FIGURE 6 An ActiveDR site on standby.
SAP HANA System Replication and ActiveDR

SAP HANA offers a built-in software replication solution known as HANA system replication. SAP HANA System replication
is set up so that a secondary system is configured as an exact copy of the active primary system, with the same number
of active hosts in each system. Unlike ActiveDR, this replication occurs at the database layer, not the storage layer. System
replication replicates the logical state of the database on a configured (synchronous, asynchronous, etc.) basis.

SAP HANA system replication can be used alongside ActiveDR to create a comprehensive disaster recovery strategy by
adding a third replication site. While system replication is running, the secondary system is configured identically to the
primary system and is on standby until a failover takes place. ActiveDR can be used to replicate either the primary or
secondary site at the storage level for an additional layer of protection.

First Site Second Site

<
SAP HANA e e e SAP HANA System SAP HANA e e e
X —

Database Replication Database

>

Third Site

Continuous
Replication
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Patabase G N

FIGURE 7 SAP HANA system replication and ActiveDR storage replication duplicating data to different sites.
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In disaster scenarios, administrators will have two failover sites, one using SAP HANA system replication and another using
storage replication, which allows them to prioritize the data most important to their current operations. This flexibility enables
businesses to tailor their recovery strategies based on their current needs and the criticality of various business functions.

In the event of a primary system failure, the secondary SAP HANA system can take over operations, but if the secondary site
also encounters an issue, ActiveDR replication at a tertiary site provides an additional layer of protection.

This dual-layered approach improves resilience and ensures critical data remains accessible and secure while maintaining high
availability and comprehensive disaster recovery capabilities.

For more information about SAP HANA system replication, see SAP HANA System Replication.

Considerations for Networking, Failover Logic, and Recovery Workflows

When designing an ActiveDR deployment for SAP HANA, it's important to consider restrictions and response workflows for
various situations. This section describes three key areas to consider.

Networking

While ActiveDR functions at nearly any distance, making latency a minimal issue, it is important to consider bandwidth and
network redundancy to ensure high availability. Data needs to be protected and available, and any bottlenecks, whether
bandwidth or network failure-related, could impact the system. It’s ideal to eliminate single points of failure via redundancy to
minimize the risk of downtime.

Failover Logic

Failover logic should prioritize recovery for the most critical site first. An effective failover strategy will ensure the system
attempts recovery from the closest or least-impacted site before escalating to the next. If using SAP HANA system replication
in addition to ActiveDR, automatic failover can be configured, but it could present issues with data inconsistencies or
performance impacts. Administrators should consider establishing clear failover priorities to streamline the process during a
disaster scenario.

Recovery Workflows

It’s critical to align the recovery point objectives and recovery time objectives with business needs. To do this, recovery
workflows should include testing, validation, documentation, and automation. An effective failback process should be carefully
planned and automated where possible with clear guidelines to prevent data inconsistencies and interruptions to business
continuity. Creating a disaster recovery playbook eliminates questions and keeps everyone aligned in emergency situations.

Scale-up vs. Scale-out Deployment Types

SAP HANA offers two deployment architectures for scaling a system: scale-up and scale-out.. Scale-up means increasing the
size of one physical machine by increasing the amount of RAM available for processing. Scale-out means combining multiple
independent computers into one system to overcome the hardware limitations of a single physical server and to distribute the
load between multiple servers.

ActiveDR integrates with these scaling methods to provide options for replication and data protection with minimal
performance impact for an additional layer of security in disaster scenarios. However, ActiveDR works differently depending
on the scaling configuration:

« In scale-up architectures, ActiveDR replicates both the data and log volumes from a single host to a secondary site.

« In scale-out architectures, ActiveDR replicates the data and log volumes for all worker hosts that are part of the SAP
HANA scale-out deployment.

o 9
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FIGURE 8 ActiveDR replication between two arrays running SAP HANA scale-up or scale-out architectures.

Test and Development Workflows Using ActiveDR

For testing, development and quality assurance cases, ActiveDR offers unique functionality ideal for teams consistently

testing application workflows.

Secondary testing environments can easily be enabled without impacting primary site operations. To do this, administrators

might temporarily suspend replication and spin up a secondary testing environment for a variety of use cases including

workload validation, development, and software testing. This doesn’t incur additional infrastructure costs, making it ideal for

organizations with robust testing, development, and quality assurance workflows.

First Site

SAP HANA Database

-
= =
I
H Backup

Production volumes

Second Site

Continuous
Replication

Log

Disaster Recovery
Production Volumes

SAP HANA Disaster Recovery or
Dev/Quality Assurance Database

Dev/Quality Assurance
Volumes

Log

FIGURE 9 A testing and development SAP HANA deployment using ActiveDR.

Once testing is completed, administrators can resume replication from a specific point of suspension, ensuring no impact to

the primary site’s operations or business continuity.

o
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Using ActiveDR with SAP HANA

The following sections describe how to configure and test ActiveDR with SAP HANA. These sections assume that the primary
and secondary sites are already configured to work with FlashArray pods.

Note: All workflow examples are for scale-up deployments.
Here are the minimum requirements to configure ActiveDR with SAP HANA:

e The same SAP HANA version deployed at two sites with the secondary site configured for failover.

o (Optional) System replication for SAP HANA high availability and storage replication for SAP HANA disaster recovery.
See ActiveDR and SAP HANA System Replication for more details.

Deployment and Disaster Recovery Configuration

The following steps must be completed using the Pure Storage user interface (GUI or CLI) to initiate ActiveDR replication.
Configuring ActiveDR for SAP HANA involves the following general steps:

1. Create volumes at the primary site.

2. Configure SAP HANA to store files on FlashArray volumes at the primary site.

3. Move the primary site’s volumes into a pod.

4. Create an ActiveDR replica link between the source pod and the target replication pod on the secondary FlashArray.
Configure the ActiveDR Primary Site Pod in the Pure Storage User Interface

To configure the primary site pod:
1. From the primary site’s Pure Storage user interface, select Storage in the navigation pane, and then select the Pods tab.

PURESTORAGE’ Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies

@ > Poas
Storage
Size Virtua Data Reduction Unique Replication Snapshots Shared Total Footprint
pods - soce | +
Name & Pod Members = Status Promotion Status | Link Count = Quota Limit | Mediator Failover Preference

Nao pods found

Destroyed and Undo (0} v

FIGURE 10 The Pods tab in the Pure Storage user interface.
2. Click the + icon in the Pods group to create a new pod.

3. Inthe Name field in the Create Pod dialogue box, enter a name for the pod, and then click Create. The pod appears in the
Pods group.
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Create Pod

Name SAP-HANA-Pod

Quota Limit

st be betw

Cancel

FIGURE 11 Creating the pod.

4. In the Pods group, select the name of the pod that was created to display the Pod management view.

2
PURESTORAGE Storage
Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
—
M > pods
Storage
Size Virtual Data Unique Replication ts Sha Total Footprint
0.00 0.00 10to1 0.00 000 000 000 0.00 0.00
Pods ~ NS Space | 1ot 4}
Nameo & Pod Members Status Promotion Status ~ Link Count = Quota Limit Mediator Failover Preference
All ~
o 14N sn1x70r4 fI021 @ online  promoted o - purestorage  [auto) :

Destroyed and Unda (0} +

FIGURE 12 The Pod management view.

5. Inthe Volumes group, click the ellipsis, and then click Move In to display the Move Volumes In dialogue box.

. 2
PURESTORAGE Storage
Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
) > Pods > of SAP-HANA-Pod (promoted) H
Storage
Size Vinual DataReduction Unique Replication  Snapsho Share Total Footprint
000 000 10101 0.00 000 0.00 0,00 0.00 0.00
Arrays —+
Name & Status Frozen At Mediator Status
sni-x70r4-fi0-21 @ onlina - onlina
Pod Replica Links ~ g
Local Pod Direction =~ Remote Pod Remote Aray Status Recovery Point Lag
No pod replica links found
Volumes ~ Ell cos | Detais | 4[]
MName & Size Virtual Uniq  Create..
Move In...
No volumes found, Move Out...
Destroy...

Pasiraved 0] > Show Protacol Endpaints

FIGURE 13 Moving the volumes.
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6. Select the SAP HANA volumes that will be moved into the pod, and then click Move. The volumes appear in the Volumes

group using the naming convention, <pod name>::<volume name>.

Move Volumes In

Available Volumes Selected Volumes

() 130f3 2 selected Clear all
SAP-HANA-Log SAP-HANA-Log x
SAP-HANA-Data SAP-HANA-Data

x

| SAP-HANA-Shared

Target Container — Select a Volume Group —
Remove from Protection Group Add to protection group
pgroup-auto SAP-HANA Pod:pgroup-auto =

FIGURE 14 Moving volumes into a pod.

Volumes ~ QoS | Details | t20i2 4
Name & Size Virtual Unique | Snapshots | Reduction

= SAP-HAMNA-Pod:SAP-HANA-Log 768 G 1|57 G B4.38G 0.00 26t01 E
= SAP-HAMA-Pod:SAP-HANA-Data 3T 1627 730226 0.00 23t01 E

Destroyed (0]

FIGURE 15 Displaying the volumes in a pod.

The primary site pod is now configured with the database data and log volumes. The next step is to create a replica link to the
remote site’s FlashArray, which enables ActiveDR replication.
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Create a Replica Link in the Pure Storage User Interface
1. From the remote site’s Pure Storage user interface, select Protection in the navigation pane.

2. In the Array Connections group, click the ellipsis, and then select Get Connection Key.

PURESTORAGE Protection

Array Snapshots Policies Protection Groups ActiveDR ActiveCluster

&) > Amay

slc6-xc50r4-n2-a22-31 |D 42faf614-6dd7-45e5-a4f3-d55ac9895CB7

Protection

o
Dir Policies
Snapshots
0 1 0 1
Array Connections +[3
o array" en connected. Connect Array
Get Connection Key

Offload Targets Create Encrypted Connection Key

FIGURE 16 Getting a connection key on the Array tab.

3. In the Connection Key dialog box, click Copy to copy the connection key to the clipboard.
Connection Key

Use the following key to connect to this array.

3743bbca-4e96-ab55f-b7ab-c8587a0bd4bS

0K

FIGURE 17 The connection key dialogue box.
4. Return to the primary site’s Pure Storage FlashArray user interface and navigate to the Protection tab.

5. In the Array Connections group, click the ellipsis, and then select Connect Array.

PURESTORAGE Protection

Array Snapshots Policies Protection Groups ActiveDR ActiveCluster

& > Amay

sn1-x70r4-10-21 D 0fa225a6-8dc3-4243-8abd-64fd427fa0fc

Protection

N

{=
Pe

C

-

Array Connections +[i]

acted Connect Array

Get Connection Key

Offload Targets Create Encrypted Connection Key

FIGURE 18 Protection view for the primary site FlashArray.
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6. In the Connect Array dialogue box, enter or select the following information:
- Management Address: The IP address of the remote site’s FlashArray.
- Type: Select Async Replication from the drop-down list.

- Connection Key: Paste the connection key that you copied from step 3 into the remote site’s Pure Storage user
interface.

- Replication Transport: Select Ethernet (IP) from the drop-down list.

- Encrypted: Select the button to toggle replication encryption on or off.

Connect Array
Management Address 10.21158.60
Type Async Replication hd
Connection Key 99080000500 008000000000000000000009)
Replication Transport Ethernet (IP) h
Replication Address Auto discovered unless using NAT

Encrypted O

FIGURE 19 Connecting the primary and secondary arrays.
7. Click Connect.

The secondary site array now appears in the Array Connections group.

Array Connections + :
Name Status Type Version = Management Address ~ Replication Transport | Replication Address  Encryption | Encryption Mode  Throttled
10.21.220108
o 1021220109 pr—
®  slc6-xc50r4-n2-a22-31 connected  async-replication 684 10.21158.60 Ethernet (IP) unencrypted - False & H

10.21.220.110
10.21.220mM

FIGURE 20 Displaying the secondary site in the Array Connections group.

0 15
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8. In the Pod Replica Links group for the pod that was just created, click the ellipsis, and then select Create.

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
B > Pods > of SAPHANAPod (promoted) i
Storage
Size Virtual Data Reduction Unigue Repl Snapshots Shared Total Footprint
375T @ 1787  23tot 79665G  0.00 000 000 796656 79665 G
Arrays -}
Name & Status Frozen At Mediator Status
sni-x70r4-f10-21 @ onlina - online
Pod Replica Links ~ +[E]
Local Pod Direction | Remote Pod Remote Amay Status Recovery Point|  Create..
No pod replica links found Download CSV
Volumes ~ QoS | Details  120f2 -+ 3
Name & size Virtual Unique = Snapshots | Reduction
7686 165716 64386 0.00 2601}
aT 162T 732266 0.00 23to1 3

Destroyed (0] v

FIGURE 21 Creating a replica link for the previously created pod.

9. In the Create Replica Link dialogue box, select the remote site FlashArray from the Remote Array drop-down list, and then

select a remote pod.

Create Replica Link

Local Pod Name SAP-HANA-Pod v
Remote Array slc6-xc50r4-n2-a22-31 hd
Connect Array

Remote Pod Name

Create Remote Pod

FIGURE 22 Creating the replica link.

Note: If a pod hasn’t been created on the remote site’s FlashArray, click Create Remote Pod, enter a pod name in the Name field,
and then click OK.

Create Remote Pod

Enter the remote pod name. The pod will be created along with the replica link.

Name SAP-HANA-Remote]|

FIGURE 23 Naming the pod.
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10. Select Create.

Create Replica Link

Local Pod Name SAP-HANA-Pod -

Remote Array slc6-xc50rd-n2-a22-31 hd
Connect Array

Remote Pod Name SAP-HANA-Remote .

Create Remote Pod

FIGURE 24 Finalizing the replica link.

Once a replica link has been created from the primary site’s pod to the secondary site’s pod, the primary site’s pod begins
a baseline replication of the volumes to the secondary site’s pod. During a baseline replication operation, the primary site
FlashArray replicates the volumes to the secondary site, which, depending on the size of the data, can take a significant
amount of time. The status of the baselining progress can be monitored in the Status field in the Pod Replica Links group.
When the baseline replication completes, the Status field changes from “baselining” to “replicating.”

Pod Replica Links ~ Hofl 4 3
Local Pod Direction Remote Pod Remote Array Status Recovery Point Lag
@’SAP-HANA—Pod {promoted) ’ SAP-HANA-Remote slcB-xc50r4-n2-a22-31 4 baselining - - E

FIGURE 25 The pod status shows baselining.

Pod Replica Links ~ toft 4 3
Local Pod Direction Remote Pod Remote Array Status Recovery Point Lag
(f SAP-HANA-Pod (promoted) i SAP-HANA-Remote slc6-xc50r4-n2-a22-31 ® replicating 2025-03-24 08:24 4m 49s E

FIGURE 26 The pod status shows replicating.

In addition to monitoring the pod replica link status at the primary site, the replica link status can also be monitored in the
secondary site’s Pure Storage user interface in the Pod Replica Links group.

Pod Replica Links ~ Hofl 4 %
Local Pod Direction Remote Pod Remote Array Status Recovery Point Lag
d SAP-HANA-Remote (demoted) SAP-HANA-Pod sni-x70r4-f10-21 ® replicating 2025-03-24 08:29 2s E

FIGURE 27 Monitoring the pod replica link status on the secondary site’s FlashArray.

11. (Optional) Connect your DR hosts to the target pod volumes on the replication target FlashArray. Although the volumes within
the target pod are write-disabled, you can pre-connect them to hosts at the target FlashArray system to reduce the number
of steps required during a failover.

O 17
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ActiveDR Disaster Recovery Workflows for SAP HANA

For disaster recovery, there are a few options for testing failovers and workflows for real scenarios. Here’s how to perform each
one.

Non-disruptive Failover Testing

Non-disruptive failover with ActiveDR allows for any one of the disaster recovery/target sites to bring a pod online without
changes being replicated back to the production/primary pod. During a non-disruptive test, the databases in the primary

pod remain online and continue to replicate transactions to the FlashArray at the secondary site. This ensures uninterrupted
production operations while enabling failover testing and allowing the target database to be used for testing and development
purposes once the disaster recovery testing is complete.

Note: When using this process, the primary site will still queue changes, which will be applied to the target site once the

process is undone automatically, with no manual intervention required.

During this process, while the target pod is promoted, ActiveDR will maintain replication from the source pod in the
background, continuing to stream new content to the target array. The target FlashArray system will store the replicated
content in a separate accounting bucket using metadata and pointers for space efficiency. The replicated content will not be
shown in the target pod while the pod is in a promoted state.

When failover testing is complete, simply demote the target pod. Demoting a target pod will cause any test data written into
that pod to be discarded from the pod. The content that was replicated from the source will then be attributed to the target
pod.

To perform a non-disruptive failover, the state of the environment must be as follows:

e There are two FlashArray storage platforms with an ActiveDR replica link.
e« There are two separate SAP HANA systems running the same version. These can be either scale-up or scale-out hosts.

e There is a demoted remote pod on a separate array in the same active pod replica link.

First Site

SAP HANA Database SAP HANA Database
(Scale-up or Scale-out) (Scale-up or Scale-out)
] ] — — ] ]
-— - = | continuous Replication | ‘= T -
= —

L= -’

RIS RIS
11T

Production Volumes Offline Disaster Recovery
Production Volumes

FIGURE 28 The state of the SAP HANA database before performing failover testing.
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Performing the Failover

A non-disruptive failover consists of the following steps:

1. Promote the ActiveDR pod on the target array.

2. Connect the log and data volumes to the target systems.

3.  Mount them to the relevant SAP HANA volume locations.

A failback after a non-disruptive failover only requires that the pod be demoted on the target system. Replication will
automatically resume from the source pod to the target.

To complete the non-disruptive failover and failback between two arrays and different SAP HANA host systems:

1. In the Storage section on the production/primary array, click the Pods tab, and then observe the state of the

Pod Replica Links in a specific pod’s details, which will show as promoted.

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies

@ > Pods > of SAP-HANA-Pod (promoted)

Storage

Size Virtual ~ Data Reduction Unique Replication ~ Snapshots ~ Shared Total Footprint

375T ﬂ 178T 26101 70574 G 0.00 000 15484 M 70589 G 70590 G
Arrays -
Name & Status Frozen At Mediator Status
snl-x70r4-f10-21 @ online = online
Pod Replica Links ~ ot 4§
Local Pod Direction = Remote Pod Remote Array Status Recovery Point Lag
@ SAP-HANA-Pod (promoted) SAP-HANA-Remote slc6-xc50r4-n2-a22-31 @ replicating 2025-03-2412:48 1s E
Volumes ~ QoS | Detais | 120f2 4
Name a Size Virtual Unigue Snapshots Reduction

768G 165716 6477 G 0.00 25to1 :

3T 1627 64097 G 0.00 26101 :

Destroyed (0]

FIGURE 29 Displaying the state of the production/primary array pod.
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2. In the Storage section on the target/disaster recovery array, click the Pods tab, and then observe the state of the Pod

Replica Links, which will show as demoted.

- 2
PURESTORAGE Storage
Array Presets Workloads Hosts Volumes Pods Servers File Systems Paolicies
—
B > Pods > f SAP-HANA-Remote (demoted) :
Storage N
Size Virual ~ Data Reduction  Unique Replication ~ Snapshets  Shared Total Footprint
375T@ 1787 27te1 65953G  0.00 000 12752M 65966 G 659,66 G
Arrays +
Namea & Status Frozen At Mediator Status
slc6-xc50r4-n2-a22-31 @ online - online
Pod Replica Links ~ ol 4
Local Pod Direction  Remote Pod Remote Array Status Recovery Point Lag
f SAP-HANA-Remote {demoted) f SAP-HANA-Pod sni-x70r4-f10-21 @ replicating 2025-03-24 12:48 2 3
Volumes ~ E= cos | vetis | 1202 4
Name & Size Virtual Unique = Snapshots Reduction
= 768G 16571G 64.03 G 0.00 26t01
= NE 3T 162T 595506 0.00 28t01 %

Destroyed (0) +

FIGURE 30 Displaying the state of the target/disaster recovery array pod.

3. When ready to perform the failover, navigate to the specific pod in Pods under Storage on the target/disaster recovery array,

click the ellipsis, and then select Promote.

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
o—
® > Pods
Storage
Size Virtual ~ Data Reduction Unique S Shared Total Footprint
Promote...
3757 o 78T 27101 659.63 G 0.00 000 12752 M 65966 G 659.66 G
Demote..
Pods ~ Clone...
Name & Pod Members Status Promotion Status | Link Count = Quota Limit = Mediator i
Al X Dastroy.
sic6-xc50r4-n2-a22-31 @ online  demoted 1 - purestorage (auto) E

d and Undo (0) v

FIGURE 31 Promoting the target/disaster recovery array pod.
4. In the dialogue box, click Promote.
Promote Pod
Promoting a pod makes it writable and includes the content from the latest RPO. Replication continues and

new data from the source is stored in the background.

Click Promote to promote 'SAP-HANA-Remote’, with the latest RPO.

Cancel

FIGURE 32 The dialogue box to confirm promotion.
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5. When the pod has been promoted, it will have a status of promoted.

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
—
@ > Pods
Storage

Size Virual  Data Reduction Unigue Replication Snapshots Shared Total Footprint
375T@ 178T 27101 66614G 000 0.00 12752M 66627G 666.27 G

Pods ~ Space | #oit 4}

Name & Pod Members Status Promotion Status | Link Count =~ Quota Limit | Mediator Fallover Praference

Al
R slc6-xc50r4-n2-a22-31 @ online  promoted 1 - purestorage (auto) E

Destroyed and Undo (0) v

FIGURE 33 The promoted pod on the target/disaster recovery array.

6. On the array to be failed over to connect the data and log volumes to the target systems. attach the pod’s volumes
to a specific host. This can be done on the Hosts tab for a specific host. (If not already connected during the initial
implementation).

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
[0 > Hosts > w= SAP-HANA Host Standby H
Storage
Size Virtual Data Reduction Unigue is ota
25600G ) 16736  32to1 476G 000 4766
Connected Volumes ~ 1303 § Host Ports ~ :
Name & Shared | LUN Port
I 10:00:00:10:98:D4:A0:8A Z X
= 2 True 3 X
I 10:00:00:10:98:D4:A0:88 Z X
= True 2 4
.
= True 1 b Beinlk :

CHAP Credentials
Protection Groups ~

Personality
Mame &

Preferred Amrays

No protection groups found,

FIGURE 34 Attaching the pod’s volumes to a host.

7. Once complete, mount the data and log file systems on the HANA server (scale-up) and then start the instance. To learn
more, read SAP HANA Host Failover with ActiveCluster and ActiveDR.

Once the secondary site is operational, monitor the status of the SAP HANA database to ensure there are no issues with data
loss or integrity. Ensure that business applications can connect and remain operational with the secondary site online. If there
are no issues, resume replication from the primary site by demoting the target array pod.
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Resuming Replication to DR site

1. Stop the running SAP HANA database at the DR site

/usr/sap/hostctrl/exe/sapcontrol -nr <instance number> -function StopSystem HDB

2. Unmount the SAP HANA volumes

umount /hana/data; umount/hana/log

3. Inthe secondary site's Pure Storage array user interface, navigate to the specific pod in Pods under the Storage tab and then

select the POD used during the testing. Select the ellipsis next to the pod name, and then select Demote.

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Paolicies

@) > Pods > o SAPHANARemote (promoted) Hi

Storage

Size Virtwal  Data Reduction Unigue Replication S ts  Sharad Total Footprint
3757 1787 27t 668.99G 000 0.00 149.85 66914 G 66914 G
Demote...
Rename...
Arrays Clone...
Mame & Status Frozen At Me Destroy.
slc6-xc50r4-n2-a22-31 @ onlina - online
Pod Replica Links ~ Hoil 4 3
Local Pod Direction Remote Pod Remote Array Status Recovery Point Lag
" SAP-HAMNA-Remote (promoted) SAP-HANA-Pod sn1-x70r4-f10-21 ® replicating 2025-03-24 1310 1s S
FIGURE 35 Demoting the pod on the secondary array.
4. Check the status of the pod on the primary array, where it will show as replicating.
A 2
PURESTORAGE Storage
Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
—
@) > Pods > f SAP-HANA-Remole (demoted) :
Storage ;
Size Virtual Data F tion Unigue Replication Snapshots Shared Tota Footprint
375T@ 1787 2701 668.99G 000 000 14985M 66914 G 66914 G
Arrays 4+
Namea & Status Frozen At Mediator Status
slc6-xc50r4-n2-a22-31 @ online 2025-03-24 131110 online
Pod Replica Links ~ Hoft -+ §
Local Pod Direction ~ Remote Pod Remote Array Status Recovery Point Lag
o’ SAP-HANA-Remoate (demated) 1 SAP-HANA-Pod sn1-x70r4-f10-21 @ replicating 20250324131 5 %

FIGURE 36 Pod at the primary site’s status showing as replicating.
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Unplanned Failover (Disaster Recovery Scenario)

In the event of an unplanned failover, the secondary site must be brought online.

1. Navigate to the Protection tab in the disaster recovery array's Pure Storage user interface to view the status of all arrays.
The status will show as unhealthy.

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
@ > Pods > o SAP-HANA-Remote (demoted) :
Storage

Size Vifual  Data Reduction  Unique Replication ~ Snapshots  Shared Total Footprint

375T@ 1787 27101 663.40G  0.00 0.00 M9B5M 66355 G 663.55G
Arrays -+
Name & Status Frozen At Mediator Status
slc6-xc50rd-n2-a22-31 ® online 2025-03-24131110 online
Pod Replica Links ~ Mol 4 3
Local Pod Direction Remote Pod Remote Array Status Recovery Point Lag
f SAP-HANA-Remote (demoted) SAP-HANA-Pod sn1-x70r4-f0-21 ® unhealthy 202503241314 s f

FIGURE 37 Status showing unhealthy.

2. In the Storage section on the disaster recovery array, click the Pods tab, and then observe the state of the Pod Replica Links
in a specific pod’s details, which will show as demoted.

3. Navigate to the specific pod in Pods under Storage on the disaster recovery array, click the ellipsis, and then select Promote.

= 2
PURESTORAGE Storage
Array Presets Workloads Hosts Volumes Pods Servers File Systems Palicies
—
(D) > Pods > o SAPHANARemote (demoted) )
Storage
Size Virtual Dat n Unigue Replication Snapshots Shared Total Footprint Promote...
375T 0 1787 27to1 663.40 G 0.00 0.00 14985 M 663.55 G 66355 G Beracka
Rename...

Arrays Clone...
Name & Status Frozen At me Destroy..
slcB-xc50r4-n2-a22-31 @ online 2025-03-24 131110 online
Pod Replica Links ~ Hofl 4 3
Local Pod Direction Remote Pod Remote Array Status Recovery Point Lag
#’ SAP-HANA-Remote (demoted) SAP-HANA-Pod =n1-x70rd-f10-21 @ unhealthy 2025-03-2413:14 1m 08s E

FIGURE 38 Promoting the pod on the disaster recovery array.
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4. In the dialogue box that opens, click Promote.
Promote Pod

Promoting a pod makes it writable and includes the content from the latest RPO. Replication continues and
new data from the source is stored in the background.

Click Promote to promote 'SAP-HANA-Remote’, with the latest RPO.

Optional

Select the checkbox below and then select one undo-demote pod from the dropdown to promote the pod
from .undo-demote pod. After prometion, the pod becomes writeable, but includes the content from the
.undo-demote pod instead of the latest RPO. The .undo-demote pod is then eradicated.

[C] Promote from ~
If the pod is unable to complete quiescing, abort quiesce to promote to the latest RPO that has been
transferred from the source.

[ Abort Quiesce

FIGURE 39 Confirming promotion of the pod.

5. When the pod has been promoted, it will have a status of promoted.

PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
—
@ > Pods > <§ SAP-HANA-Remote (promoted) H
Storage

Size Virtual Data Reduction Unigue Replication Aps| Shared Total Footprint

37T o 1787 27101 66385G 0.00 000 14985M 663.99G 66399 G
Arrays +
Name & Status Frozen At Mediator Status
slc6-xc50r4-n2-a22-31 @ online - online
Pod Replica Links ~ Hoft 4 3
Local Pod Direction Remote Pod Remote Array Status Recovery Point Lag
¢’ SAP-HANA-Remote (promoted) SAP-HANA-Pod sn1-x70r4-f10-21 @ unheaithy 2025-03-24 1318 im 35s E

FIGURE 40 The promoted pod on the disaster recovery array.

6. Connect the log and data volumes to the target system(s) (If not already done during the original implementation). Mount the
file systems on the HANA server (scale-up).
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PURESTORAGE Storage

Array Presets Workloads Hosts Volumes Pods Servers File Systems Policies
) > Hosts > = SAP-HANA HostStandby H
Storage
Size Virtual Data ction Unique Snapshots Total
400T @ 180T 27t 66964G  0.00 669.64 G
Connected Volumes ~ 130f3 2 Host Ports ~ :
Name a Shared | LUN Port
5 10:00:00:10:9B:D4.A0:BA Z %
- | True 3 x
I3 10:00:00:10:9B:D4:A0:88 Z X
= N True 2 x
_ . e 1 % Details i

CHAP Credentials
Protection Groups ~

e

Personality
Name &

Preferred Arrays

No protection groups found

FIGURE 41 Attaching the pod’s volumes to a host.

7. Start SAP HANA database

Failback after Disaster Recovery

After verifying that the primary FlashArray has fully recovered and is operational, storage replication can be brought back
online to replicate data from the secondary FlashArray back to the primary FlashArray.

1. Stop the primary site’'s SAP HANA system.

/usr/sap/hostctrl/exe/sapcontrol -nr <instance number> -function StopSystem HDB

2. Wait until the instances have stopped on each system by using the following command:

/usr/sap/hostctrl/exe/sapcontrol -nr <instance number> -function GetProcesslList

3. Unmount the HANA data and log volumes on the HANA server

umount <path to volume=>

»

On the primary site’s Pure Storage user interface, select Storage in the navigation pane, and then select the Pods tab.

«a

Click the ellipsis for the original source pod, and then select Demote.
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2 1
PURESTORAGE « [T ©
Array Hosts Volumes Pods File Systems Policies
—
@ > Pods > @f UserDB-Pod (promoted) H
Storage
Size Virtual Data Reduction  Uniqu Replication  Snapshots  Shared  Total Footpri  Promote
75000G ) 12478G 22101 5581G 000 168.89 K 0.00 55.81G 5581C
Demote...
Rename...
Arrays Clone...
Name Status Frozen At '] Destroy...
sn1-x90r2-f12-25 @ online - online

FIGURE 42 Demoting the primary site’s pod.

6. From the Demote dialog, select the Skip Quiesce option and then click Demote. This will make the original source pod

volumes read-only and will reverse the direction of replication.

Demote Pod

Demoting a pod makes it read-only. If this pod is a replica link target, its contents will be reverted to the
latest RPO transferred from the source. The current contents of the pod will be captured in a .undo-demote
pod in the Destroyed and Undo Pods panel until it is automatically eradicated

To demote "SAP-HANA-Pod', click Demote.

_) Quiesce
Quiesce a source pod to ensure that all local data is replicated to the target pod before this pod is demoted.

(@ Skip Quiesce
Skip quiesce to prepare this pod to be a replication target.

FIGURE 43  Confirming the pod’s demotion.

7. Move the SAP instance back to the Primary Site.

8. Monitor the Status field in the Pod Replica Links group until the Status field changes from “baselining” to “replicating.”
9. Stop the secondary site’s SAP HANA system.

10. Verify the HANA instance has halted.

11.  On the primary site’s Pure Storage user interface, select Storage in the navigation pane, and then select the Pods tab.

12. Navigate to the primary site’s pod, click the ellipsis, and then select Promote.

4
PURESTORAGE Storage
Array Hosts Volumes Pods File Systems Paolicies
s
@ > Pods > @f UserDB-Remote (demoted) F
Storage
size Virtual DataReduction ~ Unique  Replication ~ Snapshots ~ Shared  Total Foolp  Promote...
75000 G o 12638G 206101 2337M 000 0.00 0.00 2337TM 53.84 ——
Demote...
Rename...
A"ays Clone...
Name Status Frozen At N Destroy...

FIGURE 44 Promoting the primary site’s pod.
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13. From the Promote dialogue, select Promote. The primary site’s pod is promoted and put into a read/write state.

PURESTORAGE Storage

Array Hosts Volumes Pods File Systems Policies

@ > Pods > (f UserDB-Remote (promoted) H
Storage

Size Virtual Dala Reduction Unique  Replication  Snapshots  Shared  Tolal Footprint

750006 { 12638G 203t 2344M 000 0.00 0.00 23.44 M 53696

FIGURE 45 Confirming the pod’s promotion.
With the primary site’s pod promoted and in a read/write state, the volumes can be attached to the primary site’s SAP HANA

database. The following steps highlight how to do this:

1. If necessary, adjust the applications’ database connection settings to point back to the primary SAP HANA system’s IP
address or hostname.

2. Perform connectivity tests to confirm that applications can access the database without issues.
3. Verify that business applications can connect to the SAP HANA database without issues.
4. On the secondary site’s Pure Storage user interface, select Storage in the navigation pane, and then select the Pods tab.
5. Click the ellipsis for the original target pod, and then select Demote.
6. From the Demote dialog, select the Quiesce option and then click Demote. This will make the original target pod volumes
read-only and will reverse the direction of replication from the primary site to the secondary site.
Demote Pod

Demoting a pod makes it read-only. If this pod is a replica link target, its contents will be reverted to the
latest RPO transferred from the source. The current contents of the pod will be captured in a .undo-demote
pod in the Destroyed and Undo Pods panel until it is automatically eradicated.

To demote "SAP-HANA-Pod', click Demote.

@ Quiesce
Quiesce a source pod to ensure that all local data is replicated to the target pod before this pod is demoted.

() Skip Quiesce
Skip quiesce to prepare this pod to be a replication target.

FIGURE 46 Confirming the pod’s demotion.
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ActiveDR and SAP HANA System Replication

To use ActiveDR alongside SAP HANA system replication, the following must be in place:

« The same SAP HANA version deployed on multiple sites with sites configured for failover

« FlashArray configured at a site for storage replication

System replication is ideal for customers who need high availability for business operations and who want swift recovery from
planned maintenance, faults, and disasters. Besides the standard setup, in which a primary system ships all the data to the
secondary system, a multitier or a multitarget system replication can be configured, which replicates data changes to more
than one failover system.

To create a stronger disaster recovery posture, ActiveDR can be used alongside system replication. The ActiveDR site can be
configured to replicate any of the secondary sites configured for system replication, even in a multitarget system. Because
the ActiveDR site will be using storage replication instead of system replication, the data backed up to the different sites is
protected in a multi-layer disaster recovery strategy.

The ActiveDR deployment is flexible and can be utilized by administrators to replicate the primary SAP HANA system or any
of the secondary sites as desired. In failover scenarios, administrators will have two options for recovery available as restore
points: a high availability site in one region between the availability zones and another using ActiveDR that helps in recovering
the system from catastrophic regional failures.

Configuring ActiveDR for SAP HANA

1 1
Create volumes at ; Configure SAP HANA to store files on
the primary site : : FlashArray volumes at the primary site.
] 1

1
Create an ActiveDR replica link between the source pod ) 1+ Move the primary site’s :
and the target replication pod on the secondary FlashArray. ' volumes into a pod. :

1

FIGURE 47 Flowchart showing the steps for implementing ActiveDR alongside system replication.

To configure a site for ActiveDR alongside system replication, follow the steps in Deployment and Disaster Recovery

Configuration to configure pods for replicating the SAP HANA sites.
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Conclusion

ActiveDR provides database and storage administrators with a robust disaster recovery tool for SAP HANA
environments. The near-synchronous replication of ActiveDR works together with the powerful in-memory
computing of SAP HANA to create a seamless environment protected against data loss. A near-zero recovery
point objective is invaluable for businesses relying on SAP HANA; ActiveDR functionality allowing for live
failovers and failback testing makes it a valuable combination for protecting mission-critical data with minimal
complexity, cost, and operational impact.

In combination with SAP HANA features, ActiveDR provides database and storage administrators with a
wide range of choices for performance or failover protection to maintain recovery point objectives, ensuring
teams can meet service-level agreements and refine disaster procedures. Other integrations can provide
features like virtualization, improved processing, and high availability, making SAP HANA a strong choice for
businesses needing a flexible, scalable database for their business.

For more information, visit the Pure Storage website or try the functionality in a test drive.

purestorage.com 800.379.PURE g @ @ ﬁ G o PURESTORAGE®
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