
TELL US A BIT ABOUT JOHN MUIR 
HEALTH 

John Muir Health is an integrated 
health delivery network serving 
patients east of San Francisco. We 
operate medical centers in Concord 
and Walnut Creek, including Contra 
Costa County’s only trauma center and 
a Behavioral Health Center in Contra 
Costa. The organization has more 
than 1,000 primary care and specialty 
physicians and 6,500 employees. John 
Muir Health is recognized as a leader 
in neuroscience, orthopedics, cancer, 
cardiovascular, trauma, emergency, 
pediatrics and high-risk obstetrics care. 
Our IT systems support a full-range 
of medical services, including primary 
care, outpatient and imaging.
 
WHAT ARE THE CHALLENGES THAT 
YOU FACE AS CIO? 

Our business consciously focuses on 
using data to improve operations. 
We want to find ways to provide the 
high quality care that we are known 
for at as low a price as possible.  
The only way to reach these goals 
is to use data to make the business 
more efficient. We constantly 
evaluate how we operate and look 
for changes, so we become more 

efficient and more effective. 
On the clinical side, we continually 
examine items, like the quality of 
care and length of stay, and try to 
leverage information to improve that 
part of the business. In addition, 
we need to make sure that our 
business processes work as well 
as possible. We want to drive out 
waste wherever we can. This is an 
important issue across the industry 
as all providers want to make 
their services less expensive while 
providing extremely high quality of 
care. Since we are focused on those 
goals organizationally, IT is charged 
with a building a robust, flexible 
computing infrastructure, one that 
can constantly empower executives 
as they transform the organization.

WHEN DID THE ORGANIZATION 
ADD THE TERM ANALYTICS TO 
YOUR JOB TITLE AND WHY WAS 
THAT CHANGE MADE? 

As the use of data became so 
important to us, we needed to better 
coordinate our analytics resources. 
It became vital for employees 
to have actionable data at their 
fingertips. So about four years ago, 
we consolidated all of the analytics 

Jon Russell is Senior Vice President of IT Operations and Analytics and CIO at John 
Muir Health. A handful of years ago, the integrated health care network committed 
to providing employees with better access to data, so it could improve patient 
outcomes through innovation, enhance the clinical experience, and reduce costs.  

He shared his thoughts about the importance of data to the corporation and the 
reasons why it recently upgraded to a Pure Storage data-management solution. 

THE BENEFITS OF BUILDING A DATA 
DRIVEN CORPORATE CULTURE  
Pure Storage solution supports executive dashboards that 
constantly spur innovation at John Muir Health.  
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Perimeter-based defenses are no longer 
sufficient to protect the enterprise. Micro-
segmentation has to be part of the solution for 
IT leaders who want to be prepared to address 
the next generation of security threats. 

When it comes to security, what does  
IT have to worry about today?
Everything we worried about from an IT secu-
rity perspective 15 years ago as applications 
moved to the Internet still exists. But there’s 
more to worry about. The traditional basic 
security approach essentially was perimeter-
based. That’s still important, but it’s not suf-
ficient by itself anymore. That concept is that 
you create a trust zone of highly trusted server 

infrastructure and applications that exist in an 
unfettered network environment on the inside, 
and a firewall goes on the outside to con-
trol everything coming in. You’d limit that to 
only the things that need to come in to allow 
people to access the applications running on 
the inside. You’d combine that approach with 
other aspects of security, like monitoring and 
patching the application infrastructure

But look at the recent big security vulnerabili-
ties, like POODLE. They were attack surfaces 
that exist in precisely those endpoints that 
we would expose through the firewall in a 
perimeter-defense model. So the issue is  
that the application endpoint that we neces-
sarily want to expose to the user is in fact the 
attack vector. 
 
How can IT address this new concern?
The micro-segmentation model, as evidenced 
in VMware NSX, deals with this. The model 
takes protection all the way to the endpoint. 
You aren’t thinking about the network as a 
boundary of anything. You are thinking more 

strictly and prescriptively about controlling 
what can and cannot move in and out of any 
particular operating system instance. 

The concept of micro-segmentation is about 
logically placing a firewall right at the edge of 
every OS instance and governing incoming 
and outgoing traffic by a set of rules on this 
firewall. The benefit of moving the perimeter 
to the edge of every OS instance is that you 
protect every layer with granular controls to 
say exactly what can talk to what and how. 

This couldn’t be done before with lots of 
physical firewalls because it would have 
been expensive and unmanageable. But that 

changes with the notion of virtualized serv-
ers, software-defined networks and software 
implementations of these firewall constructs, 
and a management layer that makes it actually 
manageable. With VMware NSX, each virtual 
machine running in the VMware compute hy-
pervisor can have its logical firewall sitting at 
the boundary of the VM and the real network 
– each VM’s connection, then, is gated by a 
distributed firewall, but everything is managed 
centrally.  Also, we can begin thinking about 
a more programmatic approach to security, 
wherein the applications and infrastructure 
can orchestrate the security layer via API.

How is NaviSite working with VMware 
to help IT leaders take this on?
We’ve rolled out NSX into our platform, but 
using some of its advanced capabilities – 
micro-segmentation is just one of many in 
NSX – requires a rethink and a more highly 
administered approach. We are working  
with VMware to bring this to market in a  
way that helps customers take the greatest 
advantage of NSX.■
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resources in the health system. 
Information had been scattered, 
so it was difficult to collect 
and analyze, and questions 
arose about issues, like data 
consistency. We wanted to 
make sure that the information 
was coming from single source 
and conformed to our data 
governance policies.

Moving those responsibilities to 
IT made sense. The department 
supports all of the systems 
generating information. Then, 
we partnered with Health 
Catalyst, which specializes in 
health care analytic systems, 
to drive the use of analytics 
throughout our organization.

HOW MUCH DATA DOES 
THE COMPANY HAVE? HOW 
MUCH HAS THE VOLUME BEEN 
INCREASING?  

We have about 2 petabytes of 
information and the volume has 
been increasing about 20% per 
year, with much of the growth 
coming from the clinical side 
of things.  The EHR (Electronic 
Healthcare Record) is driving a lot 
of that growth. 

About two years ago, our legacy 
storage system was becoming 
a significant bottleneck. Adding 
storage was a time consuming 
process, the solution was 
running out of disk space, and 
it was nearing the end of its 
lifecycle. We need a clean sheet, 
a new storage system, one that 
would work for us now and into 
the future. 

WHAT SOLUTIONS DID YOU 
EXAMINE? WHY DID YOU 
SELECT A PURE STORAGE 
SOLUTION? 

We looked at all of the major 

players and selected Pure Storage 
because of its speed, cost, and 
maintenance. Because it is all 
flash, system performance is 
extraordinary. The solution also 
offers high levels of automation. 
Support was a big factor as 
well. One major attraction was 
the Evergreen program, which 
ensures that we will always have 
the latest hardware. In the past, 
we found ourselves two or three 
generations behind the latest 
solution. With Pure Storage, we 
are no longer stuck with older 
equipment, like what happens 
with other vendors. As part of our 
standard maintenance contract, 
they automatically upgrade 
items, like our flash storage, 
chips, and controllers, whenever 
new versions are released.  
Consequently, we focus less on 
routine maintenance and more 
on continually improving patient 
care delivery.

WHAT BENEFITS HAVE YOU 
SEEN FROM DEPLOYING THE 
PURE STORAGE SOLUTION? 

Access to information has 
become critical for our daily 
operations. We now provide our 
executives and clinicians with 
hundreds of dashboards that 
have actionable data, on both 
the clinical and business sides 
of things. The executives look at 
the dashboards every morning, 
from any device, desktop or 
mobile. Our system hides a great 
deal of complexity. There is one 
common set of dashboards, but 
they can be customized to meet 
each individual’s needs. 

HOW HAVE THOSE CHANGES 
TRANSLATED TO THE 
COMPANY’S BOTTOM LINE? 

Healthcare organizations all 

want to add scale, and many are 
focusing on acquisition. In the Bay 
Area, there is little opportunity 
for such purchases because the 
geography is constrained. We 
are creating scale virtually. For 
instance, we have been working 
with UCSF (University of California, 
San Francisco) to create new 
insurance options for consumers 
in the Bay Area.  Our joint venture, 
Bay Health, developed the Canopy 
insurance product, which is 
available to Bay area consumers 
and businesses. 

WHAT FUTURE PLANS DO 
YOU HAVE FOR YOUR DATA-
MANAGEMENT SYSTEM? 

When evaluating vendors, a 
CIO needs to focus on system 
performance and the long term 
relationship.  What does the 
future look like? Can we maintain 
a technical advantage once we 
have implemented the system? 
With Pure Storage, we are sure 
that our system will stay current as 
technology evolves in the future. 
Consequently, we will be able to 
concentrate even more on using 
technology to drive innovation in 
healthcare.
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